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PelneHne npobnembl

‘ YBesindeHue LTaTa COTPYAHNKOB

ABTOMATM3aLMA NpoL,ecca pa3paboTku

- 94



Yto Takoe Yara?

9TO MHCTPYMEHT M A3bIK ONMUCcaHnA NATTePHOB (lwabs10HOB) A9 NONCKA B

NAaHHbIX
Kak HanTK HY>KHbI NAaTTEPH B dannax, namMaTh, NpoL,eccax
nnn cetn?

«LlIBenuapckmn HOX ana nccnepgoBatesien BpeaoHOCHOro
T10»




Obuwas cTpykTypa
reHepaTopa

XpaHuauLe MongoDB, Mogenb 1 MCP basa ckpunToB 414
30eJlOHOCHOTO U cosepkallas B cebe cepBep Kak Mo3r 06paboTkM AaHHbIX
3anucu o BINO reHepartopa MeX Y MOAYNAMU
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Ctpyktypa MongoDB

MNone _id

_id: = [

file path " fsamples/Bazaar_Daily/samples_ -"vaJJu 82 E"IE;T__4 dac3dd1cT8 393"
sha256 : "59fc347dac3ddlcT 58 € . 'bc7aT"
size_bytes :

extension : "exe

yara_raw : "Nong"
tested = "Fa :1:“
affected_os : "Windows"

Obsa3aTe/IbHbIN
= VHUKAJIbHbIN
i EHTM(I)MKaTOp Ka>a0ro
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Ctpyktypa MongoDB

MNMone file_path

_id: ObjectlId('692970d&6f2c51cd96184618a")
rf11ﬂ path "!EEWHIEE'E'?--“ Ua1Lv'55Tp1ﬁq dﬂi-r;JJJU B2=-24 cTRAE2393."
sha256 : "59fc347dac3dd1lc78 :
size_hytEE:
extension : "exe
yvara_raw : "None"
tested : "False"
affected_os : "Windows"

ABCONIOTHDBIN NYTb K
danny B XpaHUIULLE




Ctpyktypa MongoDB

Mone sha256

_id: = [

file path " fsamples/Bazaar_Daily/samples_ -"vaJJu 82 E"IE;T__4 dac3ddlcT8d62393.."
Asha256 : "59fc347dac3dd1cT
I -~

1 size_bytes :

= M

EE8b14562bcT97

extension : "exe
yara_raw : "Nona"
tested : "False"
affected_os : "Windows"
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Ctpyktypa MongoDB

MNone size_bytes

_id: ObjectId('6929T70d&6f2c51cd96184618a")

file_path : "/samples/Bazaar _Daily/samples_daily/2020-82-24/59fc347« T "
sha256 : "59fc347d :
size_bytes :
extension :
yvara_raw : "None"
tested : "False"
affected_os : "W ndows™
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Ctpyktypa MongoDB

Mone extension

_id: ObjectId('6929T70d&6f2c51cd96184618a")
file_path : "/samples/Bazaar _Daily/samples_daily/2020-82-24/59fc347« T "
sha256 : "59fc347d :
size_bytes :
/fextensiun: "exe
yvara_raw : "None"
tested : "False"
\\affected_ns: "Windows"




Ctpyktypa MongoDB

[Mone yara_raw

_id: ObjectId('6929T70d&6f2c51cd96184618a")

file_path : "/samples/Bazaar _Daily/samples_daily/2020-82-24/59fc347« T "
sha256 : "59fc347d :

size_bytes :

extension : "exe

yvara_raw : "None"

tested : "False"

affected_os : "Windows"




Ctpyktypa MongoDB

Mose tested

_id: ObjectId('6929T70d&6f2c51cd96184618a")
file_path : "/samples/Bazaar _Daily/samples_daily/2020-82-24/59fc347« T "
sha256 : "59fc347d :
size_bytes :
extension : "exe
yvara_raw : "None"
A tested : "False"

! affected_os : "Windows"

I

Pe3ynbTaTr
TeCTUPOBAHMUA




Ctpyktypa MongoDB

MNone affected _os

_id: ObjectId('6929T70d&6f2c51cd96184618a")

file_path : "/samples/Bazaar _Daily/samples_daily/2020-82-24/59fc347« T "
sha256 : "59fc347d :

size_bytes :

extension : "exe

yvara_raw : "None"

tested : "False"

affected_os : "Windows"




Ampire E‘IZ°
Mogenb n BcnomoraTtesibHble CKPUNThI

Mnwn
npasuna!

Mo3r Bcero
reHepaTopa



Kak npouncxoanTt reHepauma npaBuaa

Moaenb
Koa 6epér Kog Haxoant obpabatbiBaet
3anucu obpasua HEO6XOAVMbIN COMMNA M OTAQET
n3 b/, obpaseL yara-npaswuio
B XpaHWauLLe
M nepegaet Mogenu

Kog nepesnaet
Kog npusoant yara-npasuio
npasuno B MongoDB
K CTaHAapTy




Pe3ynbrat reHepaumnm Ampire -

B —
fyara_raw: 'rule exe_auto_781965934626clbeea2cbhb5tfe657bb52Tta23beelat8c3b26aldcte38atsecsa\n’ + Y
l{‘,‘n'l +
L meta:\n' +
_id: ObjectId('6a8c26b3b4a227890dbbh0ada’), b description = "Auto: malicious exe file"\n' +
file_path: '/samples/Bazaar_Daily/samples_daily/2026-08-01/7 1 reference = "bazaar.abuse.ch/sample/T781965934626cl6eea2cbhb5ffee57bb52ffa23b80laf8c3b26aldacfe38afs8c9a\n" +
sha256: '781965934626¢c16eea2chb5ffe657bb52ffa23bo01af8c3b26al .
: b e g techniques = "T1204.8082,T1859.806,T1827,T11685"\n"' +
Size_bytes: 5632354,
extension: ! capec = “""\I"I' +
yara_ 'rule exe_auto_781965934626cl6eea2cb5ffe657bb521fa T cwe = ""\n" +
"{\n' + 1 cve = ""\p' +
meta:\n' +
T 5 s [
description = "Auto: malicious exe file"\n' + str.lnﬁs \n
reference = "bazaar.abuse.ch/sample/781965934626¢ ! $51 = "cryptor" ESC'i'i‘I,I'I' +
techniques = "T1204.002,T1059.006,T1027,T1105"\n’ L $52 = "pyiboot@l_bootstrap™ ascii\n' +
Szt A - $s3 = "mpyimod@4_pywin32" ascii\n' +
' cwe = ""\n' +
i e e ! $s4 = "python39.d11" ascii\n' +
' strings:\n' + ! $55 = "libecrypto-1_1.d11" ascii\n' +
: $s1 = "cryptor" ascii\n' + L $s6 = "_MEIPASS" asciiin' +
' $s2 = "pyiboot@l_bootstrap" ascii\n' + - candit-?on:\,n' +
» { / $s3 = "mpyimod04_pywin32" ascii\n' +
I 3 pr— "
\ $s4 = "python39.d11" ascii\n' + uint16(e) 0x5A4D and\n' +
' $s5 = "libcrypto-1_1.d11" ascii\n' + G filesize < 6195598 and\n" +
\ $s6 = "_MEIPASS" ascii\n' + / 1 all of them\n' +
\ condition:\n' +
. '}, y
v uintl6(0) == Ox5A4D and\n' +
' filesize < 6195590 and\n' +
v all of them\n' +
l}l’

tested: 'True’',
affected_os: 'Windows',

is_duplicate: true



TecTnpoBaHue

Pewaem npobaemy
CMHTaKCMYECKMX
OLLUNOOK 1 NOXHbIX
cpabaTtbiBaHUN




Kak npouncxoant TeCcTMpoBaHmne Ampire -
npaBuna

Lar 2

OueHka KonmyecTBa

[lpoBepka
npasuaa Ha
NeruTUMHbIX

Komnunaums
npasunaa

CTPOK caMnaax




Hdeapynankaumsa

Aybavkatobl
YMEHbLLUALOT
NPOV3BOANTENBHOCTb
N HE YBENINYMBAIOT
NOKpbITUE



[1ATb 3TanoOB AeAynnKaLunm Ampire -

MepBbiv 3Tan N3BneueHwe cekunu strings
Bropow 3tan Hopmanusauna npasuna
TpeTnn 3tan PasbreHne Ha WKHMbI

YeTBEpTbIN 3Tan JlokanbHO-uyBCTBUTENbHOE XewnpoBaHue (LSH)

Matbi 3Tan MinHash — maTematnueckas moaenb




MepBbIn

3Tan 3BneueHne cekumm strings

‘rule dl11_auto 9

c2838el128c/ed5b582bedcbl/7/+14a52aa578adeea2b8da+96+c7/1a95bdbebd

1
meta:

description = "Auto: malicious dll file"
reference = "bazaar.abuse.ch/sample/9c2838el1208c/ed5b582bedcbl77f14a52a3a578adeea2b9dB8F96+c71a95bdbebd™
techniques = "T1284.882"
capec = ""
cwe = ""
cve = "

[ strings: )
%$s1 = "powershell -windowstyle hidden -command” nocase
$s2 = "iwr -useb http://147.45.44.131/infopage/iubn.psl™ nocase
$s3 = "X-Special-Header" nocase
$s4 = "gInx8F3tulDHXgOEfPIjbaipYaSElmobl2YRyo2rjNgnVDhlvevN8R2ku8oPCBonhmpzFb2GYgPilhlq"
%$s5 = "D11RegisterServer”
$s6 = "I1This program cannot be run in DOS mode."

n $s9 = "147.45_44 131"
\_ $s19 = "iex” nocase Y,
condition:

uintle(@) == Bx5A4D and
filesize < 99124 and

all of

them




Bropow 3tan Hopmanuzaumsa npasuna

'$s1 = "powershell -windowstyle hidden -command” nocase
$s52 = "iwr -useb http://147.45.44.131/infopage/iubn.psl"” nocase
$s3 = "X-Special-Header™ nocase

E5t3|j1() $s4 = "qInx8F3tulDHXgOEfPIjbaipYaSElmobl2YRyo2rjNgnVDhlvevN8R2ku8oPCBonhmpzFb2GYgPilLhlqg™
$s5 = "D11RegisterServer”

$s6 = "!This program cannot be run in DOS mode.”
$s9 = "147.45.44_131"
K$51& = "iex™ nocase

"powershell -windowstyle hidden -command”

“iwr -useb http://147.45.44.131/infopage/iubn.psl”

"X-5pecial-Header”
"qInx8F3tulDHXgOEfPljbaipYaSElmobl2YRyo2rjNgnVDhIvevN8R2ku8oPCBonhmpzFb2GYgPilhlg™
"D11lRegisterServer”

“1This program cannot be run in DOS mode.”

"147.45.44.131"

"lex"




Tpetnn 3tan PasbueHne Ha WNHMbI

» LWwnHrna (ot aHrn. shingle —
«4eLynKa», «rOHT») — 3TO

"powershell -windowstyle hidden - bparMeHT TeKcTa,
command" npeacTasaaoLWmn cobom
Ve nocnenoBaTeIbHOCTb C/I0B U
LLINHrA 1 cybcnoBHbIX eanHuL, (Hanpumep,

MopdeM), naywmx noapaa

"iwr -useb

http://147.45.44.131/infopage/iubn.ps1"

S
LUnHrA 2

- "X-Special-
- Header”

b=




YeTBEpTbIM 3Tan JlokanbHo-uyBCTBUTENBbHOE XewurpoBaHue (LSH)

Rule A = {"MALWARE", "encrypt", "bitcoin", "cmd.exe",

"kernel32.dll" .
“i105,20,8.12

—min=5

Rule B = {"MALWARE", "encrypt", "ransom", "cmd.exe",
"kernel32.dll"}

={10, 5, 15, 8, 12}
— min=5

Rule C = {"Trojan", "download", "http",

"ws2_32.dll"}
= {25, 30, 35, 40}

— min=25




YeTBEpTbIM 3Tan JlokanbHo-uyBCTBUTENBbHOE XewurpoBaHue (LSH)

Rule A = {"MALWARE", "encrypt", "bitcoin", "cmd.exe",

"kernel32.dll" .
“i105,20,8.12

—min=5

Rule B = {"MALWARE", "encrypt", "ransom", "cmd.exe",
"kernel32.dll"}

={10, 5, 15, 8, 12}
— min=5

Rule C = {"Trojan", "download", "http",

"ws2_32.dll"}
= {25, 30, 35, 40}

— min=25




YeTBEpTbIM 3Tan JlokanbHo-uyBCTBUTENBbHOE XewurpoBaHue (LSH)

Rule A = {"MALWARE", "encrypt", "bitcoin", "cmd.exe",

"kernel32.dll" .
“i105,20,8.12

—min=5

Rule B = {"MALWARE", "encrypt", "ransom", "cmd.exe",
"kernel32.dll"}

={10, 5, 15, 8, 12}
— min=5

Rule C = {"Trojan", "download", "http",

"ws2_32.dll"}
= {25, 30, 35, 40}

— min=25




MaTbii 31an MinHash — matemaTuueckas Mogenb Ampire 12"

BeposATHOCTHbIN a/ITOPUTM,
KOTOPbIN No3BossAeT 6bICTpO
OLI€HNTb, HACKOJIbKO MOXOXXW ABa
MHO>XecTBa. Ero rnaBHaa naea

B TOM, YTOObI HEe CpaBHMBATb BCE

3/1€MEeHTbI HaNpPAMYIO, @ BMECTO KoapduruneHT paseH Hyio, Koraa
MHOXEeCTBa He MMeloT 06LWLKMX

3TOIo NOCTPOUTb ON1A Ka>XXA0ro 3/1eMeHTOB, 1 eANHULE, KOT 3

MHOXeCTBad KOMIMAKTHYIO MHOXXeCTBa PaBHbl, B OCTaJIbHbIX

«CUrHaTypy» (Ha60p meen) nyxe CJly4anx 3HaYeHne rae-To nocepegnHe.

MO Hen cyanTb O CXOACTBE.



Mpumep paboThbl Ampire e

#63805 h

Mpaewno A: exe auto 72e31f7ae?8tbécdedfaftododb6863485++30cdBB71769d6922b135blec8ceey (id=6a8c28bdbda22780%8dbb8a2f, strings=6)
Mpaewno B: exe auto 5522271f18bsfb5scfafbsafedfced44lealfoadacel224e121edab267dc663cd (id=6a8c28c5b4a22783@dbbec12, strings=5)
Jaccard: 57.14%
@nntainnent: 26.00%

//——strings:xn' +
$51 = "Could not load PyInstaller's embedded PKG archive from the executable (%s)"\n" +
$52 = "mpyimod®4_pywin32"\n' +
npasmno A_< £53 = "Failed to get _MEIPASS as PyObject."\n' #
$54 = "PYINSTALLER_STRICT_UMNPACK_MODE"\n" +
$55 = "urllib.request)" ascii\n' +
$s6 = "subprocess)" ascii\n' +

strings:\n' +
$s1 = "Could not load PyInstaller's embedded PKG archive from the executable (%s)" ascii\n® +

552 = "mpyimod@4_pywin32" ascii\n' +

553 = "mpyimod@3_ctypes" ascii\n' +
$s4 = "PYINSTALLER_STRICT_UNPACK_MODE" ascii\n' +
$s5 = "Failed to get _MEIFASS as PyObject." ascii\n' +



Mpumep paboThbl Ampire e

#63805 h

Mpaewno A: exe auto 72e31f7ae?8tbécdedfaftododb6863485++30cdBB71769d6922b135blec8ceey (id=6a8c28bdbda22780%8dbb8a2f, strings=6)
Mpaewno B: exe auto 5522271f18bsfb5scfafbsafedfced44lealfoadacel224e121edab267dc663cd (id=6a8c28c5b4a22783@dbbec12, strings=5)
Jaccard: 57.14%
@nntainnent: 26.00%

//——strings:xn' +

%51 = "Could not load PyInstaller's embedded PKG archive from the executable (%s)"\n" +
$52 = "mpyimod@4_pywin32"\n' +

npaano A _< %53 = "Failed to get _MEIPASS as PyObject."\n' +
%54 = "PYINSTALLER_STRICT_UMPACK_MODE"\n' +

%55 = "urllib.request)" ascii\n' +
q

$s6 = "subprocess)" ascii\n' +

[

| strings:\n' +

|$51 = "Could not load PyInstaller's embedded PKG archive from the executable (%s)" ascii\n’ +

%52 = "mpyimod@4_pywin32" asciiy\n' +

%53 = "mpyimod@3_ctypes" ascii\n' +
$s4 = "PYINSTALLER_STRICT_UMPACK_MODE" ascii\n' +
= "Failed to get _MEIPASS as PyObject."™ ascii\n' +

%55




[loaHBIN Npouecc co3aaHmsa Habopa npasu

1

O6paboTumnk
COMMNJIOB

l




[loaHBIN Npouecc co3aaHmsa Habopa npasu

FeHepauus O6paboTunk
npaBun C3MMNJI0B

-




[loaHBIN Npouecc co3aaHmsa Habopa npasu

FeHepauus O6paboTunk
npaBun C3MMNJI0B




[MoHbIM Npouecc co3gaHns Habopa NpaBu Ampire FB°

‘H N -
FeHepauus O6paboTunk

npaBun COMMNJ10B
—>  BbIrpy3ka ——>

\-\ npasun
k- A i lenynnankauyma




[Tpobnembl reHepaTopa

[loTeHUuManbHble
CJIOXKHOCTU

N KaK X MOXXHO
pPeLlnTb




KauectBo npasun Ampire go*

strings:\n' +
Ssupx_info = "This file is packed with the UPX executable packer"\n' +
Supx_1d = "UPX 3.94 Copyright (C) 1996-2017 the UPX Team"\n' +
Sprot_exec = "PROT_EXEC|PROT_WRITE failed"\n" +
Supx_sf = "http://upx.sf.net"\n" +

Stcp_string = "tcpd"\n' +




. Bpemsa paboTbl Mogenu

01 N3BneyeHne npmM3HaKoB 13 06pasLa

02 DuNbTpaUNA CTPOK — OTCEB «MYCOPa» U3 BXOAALLNX AAHHbIX

03 O6paboTka nauv reHepaums npaBuaa

Bannpauuns

04

()5 Koppekumus

eHeM paboTbl Moaenu
le 06paboTKy oaHOro
04YKY MpoLIeccoB




[TpobaemMHble CAMMAbI Ampire -

YnakoBaHHble unu
06¢ycumnpoBaHHble

JlomaeTtca n3snedeHue NPM3HakKoB

OueHb ManeHbKue Uau

Manio CTPOK UAM MHOTO «Mycopa» B npasuie
6onblune o6pasubl P ycop P

YcraHoBwmkn/Aponnepsbl BbiCOKNI pUCK NOXHbBIX cpabaTbiBaHNM

Ha BbIXO4€ NMpaBnaa OYEHb Y3KUE U JIETKO O6XO,£I,FITCF| MMNHNMaJIbHbIMW

okymMmeHTbI (*.docx, *.pd
Aoky ( , *.pdf) N3IMEeHeHUAMM

Raw shellcode/6e3
dopmarta

Mogenb He MOXET onepeTbCA Ha CTPYKTYPHbIE MPU3HAKKM, MyTaeTCs




[TpobaemMHble CAMMAbI Ampire -

Ckpuntbl

(VBA/PS1/JS/HTML) I'Ipanma Ha BbIXOo4e CNNLLKOM Yy3KNne

Coamnabl € ogHOpPa30BbIMU

[MpaBwnio BbICTPO TEPSAET aKTyaNbHOCTb M 3acopsaeT cobopk
CTPOKaMu P P P y P PKy

CoBnageHue ¢

Bbicokum waHc FP
nerutuMmHbim MO

HekoppekTHasa pa3meTka MpaBuaa Ha nerMTMMHble obpa3Lbl

CemeliHble Bapmauum Bosblioe konnuectso Ay6aMKaToB




Ampire Et.l2°
[TpmeHnmocTb «MckyccTBeHHbIX» 3/

[eHepaTop
COUYMHUT
3KCNepTHbIE
laHHblE?
[1peBpaTnT KyCOK
CTPOK B yara-
npasuno?



CpaBHeHne 3pPeKTUBHOCTH

Mnagwmvin cneumanmct 90% 60%

Craplumin cneymanncrt 1.5 10 99% 95%

leHepaTop 120 6 10-20% 710%




Bna roaapro
3d BHNUMaHWNE

AnekcaHap TalKMHOB

CTapLwmm cneumanamnct no ncceaoBaHnto Knbepyrpos

MNepcnekTUBHbIN MOHUTOPUHT
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