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PyuHble meToabl
nobaBneHna nHpopmaumm

NccnepoBatenb caM GopMyIMPYeT rMnoTesbl,
nuwet Cypher-3anpocbl n gobasnaeT HeJoCTatOLWMeE CYLLIHOCTH




YACTb 1— PYYHbIE METO/bl

[Mpumepsbl Cypher

Ha chanpe — AeMOHCTPpaunAa npunHUMna: I£I,O6aBJ'IS:leM CBOVICTBB, CBA3U N NpoBepAeM BJIMAHME HA NMYTUN aTaKU

// Password Spray: noMeTuTb MOJib30BaTena Kak Auto-run selected query
owned
MATCH (u:User)
WHERE u.objectid IN ["ObjectID"]
SET u.owned = true,
u.ClearTextPassword = "Spring2026!"

RETURN u.objectid, u.owned; T S ® m
ag ~ ave @~

// TIoBTOpHOEe MCNoNb30BaHWe Mnapons
MATCH (ul:User), (u2:User)
WHERE ul.ClearTextPassword =
u2.ClearTextPassword

AND id(ul) < id(u2)
MERGE (ul)-[:SharePasswordWith]->(u2) $-1-5-21-3100864409-... $-1-5-21-3100864409-...
Active Directory | User Active Directory | User

1:User)-[:WriteUserAccountControl]-

WriteUserAccountControl

RETURN ul.objectid, u2.objectid;

Node Type:

Object ID:
5-1-5-21-3100864409-19792412
sharePasswordWith
Clear Text Password: Spring2026!
Last Seen by BloodHound:  2026-05-12 04:11 EDT (GMT-0400)

5-1-5-21-3100864409-1979241233-3334073533-34650 Owned: TRUE SharePasswordWith

Active Directory | User
Testname: TEST_USER_2 5-1-5-21-3100864409-... $-1-5-21-3100864409-...

Active Directory | User Active Directory | User




Auto-run selected query
1 MATCH p=(ul:User)-[:WriteUserAccountControl]-
3(u2:User)-[*1 .8]—(t:Tag_Tier_Zero)
2 RETURN p

3 10;
® 5-1-5-21-3100864409-..
Tag v Save v Artive Directory | Domain
GenericAll
B7986761-BC51-457D-E... rceTaTGT
MemberQf —is #ctive Directary | OU P
T09A1782-B85D-43E5-9...
MemberCf Active Directary | OU
5-1-5-21-3100864400-... 5-1-5-21-3100864400-... G '";hww el MER.LOC-5-1-5-9
. . eneric e Dot
WriteUserAcocountControl SharePasawordWith ——= MemberQf = @ GeneficAll =—— @ GenericAll HasSeszion — Active Directory | Group Agtive Directory | Group Active Directory | Group
WriteAccountRestrictions
Memberdf -
C
5-1-5-21-3100864409-... 5-1-5-21-3100864409-... 5-1-5-21-3100864409-...  §-1-5-21-3100864409-...  5-1-5-21-3100864409-... GenericAll
>-21-3100854400.... §-1-5-21-3100864409-... o ; A e S - ) @ AllExtendedRights MemberOf @
\ctive Diractory | User Active Directory | User Active Diractory | User Active Directory | Group Aetive Directory | Group Active Directary | Computer Active Directory | User 5-1-5-21-3100864409-... demberf

Active Directory | Computer
5-1-5-21-3100864400-... O $-1-5-21-2100864400-... ¢ 4 g 91-310086:
Active Directary | Group @ Ative Directary | Computer Active Directary |

5-1-5-21-3100864400-...

Active Directory | Group

KHura HesepoBa Ctatba Ardent101
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ABTOMaTU3aTOpPbI
N YTUAUTbI BOKPYT

BloodHound




YACTb 2 — ABTOMATU3ATOPGI

AD Miner

FeHepauua oT4éTa No AaHHbIM BloodHound

On-premise Risk rating () 83 Indicators of exposure breakdown © 16 Dangerous issues

Tier-0 violation (sessions)

Inadequate access to DCSync
privileges

Kak pabortaer

Cross-domain paths to Domain Admin

MoakntoyaeTca K Neo4j n aBTOMATUYECKM BbIMOSHAET
Habop Cypher-npoBepok no AD/Entra ID

Paths to servers.
Non-tier O local admin privs on ADCS
Attack paths choke points

Paths to Domain Admins

ACL anomalies

npaKTI/Il-IeCKaﬂ NnoJib3a

e powerful cross-domain

dopmupyeT ctaTnyeckuim web-otyéT c kateropmamm
pucKa, rpadrkKamm, CNMckaMmm o6bekToB U PEXMMOM
evolution gna cpaBHEHMA HECKOJIbKMX 3aMyCKOB

= lEMIDET D = ==

ADMINISTRAT:

ENTERPRIS S@PHANTOM.CORP DOMAIN

MerberOf HasSession

Ae—: |




°
Distribution of exposure categories by time Am pl re 3520

B \mmediate risk Patential risk Minor risk [l Handled risk [l Mot Evaluated

General
statistics

Domains

Domain
controllers

Domain admins
Users

Groups

Computers

| Users | ] Computers




YACTb 2 — ABTOMATU3ATOPGI

ImproHound

ayaut Tier-mopenu

( 0OU structure
Kak paboTaet
DC=GHOST,DC=CORP Tier: 0 5
I'IpOBepﬂeT, c06mo,u,aeTcn » = DOMAIN CONTROLLERS Tier: 0 §
JIn MoAaeJib aAMNHUCTPATUBHDbIX Network Service Tier: 2 §
yDOBHeVI Tler 0/1 /2 Authenticated Users Tier: 2 §
\ Authentication Authority Asserted Identity Tier: 2 :
Everyone Tier: 2 :
Incoming Forest Trust Builders Tier: 0 5
g Interactive Tier: 2 5
USR Tier: 0 2
MpakTnueckasa nonab3a
lMone3seH Andg noncka
HapYLLUEHNIN N30TIALMUN: PaMETGE CTPEHULM  DopMyns  [akHie  PeueHsuposaHue
Koraa 06beKkT HU3KOro
ypOBHﬂ MOXXEeT BJZINATb Berasuts [l kenmposare ~ Yenoen Qopmatnposate Ctunn  Betasure Yaanuts Topmar
Ha 6onee ) 5 fDD?mm popompeserue” ..mﬁﬁm ‘ )
N ydep oBmeHa Crunn Averikn
npmBuiaernpoBaHHbIN BO3MOHA NMOTEPA JAHHBIX
CcerMeHT fx  DCOL.PHANTC
\

NGEWINDO
NGEWINDOW
NGEWINDOW

XCHANGE WINDOW
ANGE WINDO
CHANGE WINDOW
NGEWINDO
EXCHANGE WINDOW
ORGANIZATION
EXCHANGE WINDOW

istinguishedname

EWINDOW
NGE WINDOW
EWINDO

IsInherited

WRAITH,DC=COF AddMember

Tier0




YACTb 2 — ABTOMATU3ATOPbI

runZeroHound

-

9TO OAMH N3 CaMbIX NMOJIE€3HbIX
MHCTPYMEHTOB Noa60pKN: OH
nobasngaet B BloodHound
JAaHHbIE U3 NONYAPHbIX
CKaHepoOB U CBA3bIBAET

€€ C BeKTOpaMu aTakMu.

bnaropgapa atomy BUAHO

He TOJIbKO KTO K YeMy nmeeT
AOCTYM, HO N KaKne aKTUBbI,
CePBUCHI N YA3BMMOCTM
AENCTBUTE/IbHO MOTYT
y4acTBOBATb B LieMoyKe aTaku.

~N

MCTOYHMK JaHHbIX

runZero

Nessus

OpenVAS / GVM

Qualys VM scan

Masscan

Shodan

NetBox

snmpwalk

YTto nssnekaetcsa

[MonHaa moaenb akTMBOB:
aTpubyThl, cepBuchl, IP, MAC,
nomenbl, VLAN

IP, MAC, hostnames, OS, cepBuCblI,

SSH-kntoun, TLS-cepTMduUKaThl,
SMB GUID, SNMP Engine ID,
traceroute hops

IP, MAC, hostnames, OS, cepBuCblI,

SSH-kntoun, TLS-cepTndmrKaThbl,
SMB GUID, SNMP Engine ID,
traceroute hops

IP, MAC, hostnames, OS, cepBuCcbl,

SSH-kAtoun, TLS-cepTndUKaThI,
SMB GUID, SNMP Engine ID

IP, MAC, hostnames, OS, cepBuCcbl,

SSH-kAtoun, TLS-cepTndmUKaThI,
SMB GUID, SNMP Engine ID

IP, oTKpbITble NOPThI, Service
banners

IP, hostnames, OS, cepBuchl, TLS-
ceptudunkaTtbl, SSH-kt0UN,
VA3BUMOCTH

IP, hostnames, device types, roles,

platforms, sites, racks

IP, MAC, hostnames, OS, SNMP
Engine ID, ARP cache, MAC table
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W SCcArRun W rFAINrinvine £J?2 virnce

RZRunsOnasset / .m-xm-w-

/ / / / “ OpenGraph | RZService
/zmsndeofSubnet /

/
RZHasSemce / / e

RZRunsOnAsse! / rz-nmaP-xmL-10. 4
/ OpenGraph | RZService

/
RZHasSemce

4 RZHasSemce / e
S
RZRunsOnAsset —— RZ-NMAP-XML-10.0.1...
OpenGraph | RZService
RZRunsOnAsset /

RZHasSemce

/ S
. RZRunsOnAsset =

I

RZHasService ~ — RZ-NMAP-XML-10.0
OpenGraph | RZService

Q0
RZRunsOnAsset

RZ-NMAP-XML-10.0[ ..
OpenGraph | RZService —
RZHasService

\\\
\ RZRunsOnAsset e N
~— \\\_‘ T
RZHasSemce \
\, ‘
RZ-NMAP-XML-10.0 ’ ‘ RznunsonAsw RZ- mAP xm-10.ol
OpenGraph | RZService RZHasServnce RZHBSS“V'CC OpenGraph | RZService
/ / RN Aot \ RZRunsOnAssel
RZHasService RZHasServnce
KZKUNsUNAsset \ \
/' / RZRunsOnAsset SN \
/
NG
[/ Rz"ass"""“ RZ-NMAP-XML-10.0 J

y \ \\\ “@

| / RZ- NMAP xmL-10. 001 \ RZ-NMAP-XML-10 I
f’ / OpenGraphIRZSemce OpenGraph | RZService
RZHasService a

__RZ-NMAP-XML-10. I N e amaan uen en JEE

~ wg re-nwmAr-ame-idue.s- v&- S— x

— Object Information

Node Type:
Display Name:
Object ID:
Address:

Attr Service Name:

Last Seen by BloodHound:

Port:
Primary Kind:
Product:

Protocol:

RZService

443/tcp
RZ-NMAP-XML-10.0.4.13-SVC4
10.0.4.13

http

2026-08-10 09:40 EDT (GMT-0400)
443

RZService

nginx

tep

14



BLOODHOUND

LEH coMMUNITY EDITION

- Explore
& Privilege Zones

X Quick Upload

2 Profile
Sa Administration
@ API Explorer

¢4 Docs and Support (2

7, Try BH Enterprise (2

© Dark Mode &

[> Log Out

BloodHound: v9.2.2

1l

Ampire

Q, SEARCH & PATHFINDING <[> CYPHER

Hide Labels

= RZ-NETWORK-212.40.19...

0OpenGraph | RZNetwork

RZSubnetContains

RZInsideOfSubnet

.RZVulnAsset "

RZ-VULN-OPENVAS-1.3....

— 4 ETAT ) OpenGraph | RZVuln
—

RZRunsOnAsset

—

\

RZ-OPENVAS-212.40.19...
OpenGraph | RZOpenVASHost

RZHasService

RZ-OPENVAS-212.40.19...
OpenGraph | RZService

Layout Export Search

15



YACTb 2 — ABTOMATU3ATOPGI

GPOHound

-

Kak pabortaet

MHCTpYMeHT oNa aHan3a
rpynnoBbix nonmnTtuk Active Directory
n3 SYSVOL

o

~N

J

-

[MpakTnyeckasa nosb3a

Mo cyTn, 3TO aBTOMATM3aUMA
py4yHoro aHannsa GPO: BMecTo
TOro 4to6bl CAMOMY YnNTaTb XML-
$annbl NOAUTUK

N Bpy4Hyto no6aBNATb CBA3N B
Neo4j, MOXXHO MOoJIYy4YnTb yXKe
CTPYKTYPMPOBAHHbIN pe3ysbTaT

~N

J

16



YACTb 2 — ABTOMATU3ATOPbI

Rakound

WHTEePaKTMBHAaA KoHCo b An1a Neo4dj-6a3bl BH

-
Kak pabortaet

PaboTaeT c rotoBon 6a3omn BloodHound
1 3aMycKaeT BCTPOEHHble KOMaHabl
CTaTUCTUKKM M NOUCKA

.

[
[MpakTnyeckana nonb3a

MNo3BossaeT 6bICTPO CMOTPETH
Domain/Enterprise Admins, 1oKafbHbIX
aamMunHoB, LAPS-npaBa, password never
expires n agpyrve npoBepku.

~ Ero ocHoBHas uesib — ynpoctuTb
13yann3aunio AaHHbIX Bloodhound.

€T NnoJly4aTb AOCTynN
JIbHbIM 1JaHHbIM, TAKMM KaK
ILneca B Active Directory

J

KnroueBble aneMeHTbl

17



VemPo-|1 23+ |CLim
| (rakound_env)kali@kali: ~/Rakound

Session Actions Edit View Help
(rakound_env)kali@kali: ~/Rakound B  kali@kali: ~/runZeroHound B

+ + +

Found @ occurrence(s)

> admin administrators

"
+ + +
| account | status |
+ + +
| ADMINISTRATOR@GHOST.CORP | True |
+ + +
y, U.Userpasswor
Found 1 occurrence(s)
m > admin
+ + +
| account | status
+ + +
| ADMINISTRATOR@GHOST.CORP | True |
+ + +
Found 1 occurrence(s)
= > password userpassword
+ + + + +
| account | userpassword | status | type |
+ + + + +
| BH@GHOST.CORP | Passwordi23! | True | Tag_Tier_ Zero |
+ + + + +
Found 1 occurrence(s)
m > admin domain
+ + +
| account | status |
+ + +
| BH@GHOST . CORP | True |
L= + + +
| TOM@GHOST . CORP | False |
+ + +
| WALTERGGHOST . CORP | False |
s - > lj with live date
| ADMINISTRATOR@GHOST.CORP | True |
+ + + ample graph that demor

) y patterns.

Found & occurrence(s

es in cross-referenced o«

18



YACTb 2 — ABTOMATU3ATOPGI

BloodHoundOperator

PowerShell- knneHT API BloodHound

Kak pabortaet

DTO KOHCOJIbHAA YTUNTQ,
noakntoyaetca K 61 Neo4,j.

Mo cyTn paboTaeT Kak opraHansep
cypher 3anpocos.

Bbl BBOANTE KOMAHAY B TEPMUMHAE
M nosnyyaeTte oTBeT oT b/,
He NPONUCbIBAA AJINHHbIN
cypher-3anpoc.

KnroueBble 3z1eMeHTbI

e

[MpakTnyeckasa nosb3a

ABTOMATU3NPYET BbIBOL, CECCUMN,
APIl-kntoumn, Cypher-3anpocsl, rpynnsbl
y3/10B, UMMOPT M NOBTOPSEMbIE
onepaunoHHble AenNCTBUS.

19



YACTb 2 — ABTOMATU3ATOPGI

BloodHound Penetrator 2000

yek-nmcTbl n Obsidian-oTyéThl
4 R
Kak pabortaet
MoakntoyaeTca K Neo4j,

BbIMOJIHAAET 3anpocChl U3
queries.json 1 ownedqueries.json

BloodHound uek-auct (2026-05-28 0506)

O6wue npoBepKn
I-I pa KTM L’I ec Kaﬂ non b3a state: nposan comments: -

I-I pe06 pa3yeT HaXOﬂ'KM Qrcyrceue LDAP signing Ha KOHTpoAnepax AOMeHa No3BO/AKOT MPOBOAWUTE HEKOTOPbIE TUMbI
B Markdown-oT4éT, 4yek-nncT u Tpekep Relay atax
nporpecca ana Obsidian; npoBepku
JIerko paclwmnpaTb . . ] ,
apameTp machlneaccountquota onpeaenAaeT CKONbKo 00beKToB KOMMbHOTED MOXET
\ / C034aBaTb NONb30BATENb, MAPaMETP TakXKe 3aBUCHT OT NpaB
SeMiachineAccountQuotaPrivelege

state: na comments: -

MonbzoBatenu ¢ SPN, 418 KOTOpBIX MOXeT ObITb NPOBeAeHa aTaka kerberoasting

queries.json Owned Obsidian checklist
statez na comments: -

[Monb3coBaTenn ¢ BKAOYEHHbIM (I)ﬂaI'OM HE Tpef}OBaTb ﬂpe—ayTequ)MKaumm

{ "name": "Kerberoasting",
"type": "Nodes",
"query": "MATCH (u:User {hasspn:true}) RETURN u.name" }




Ampire 3BR°

Mpoeepka MachineAccountQuota Bee sapaum

Onucanwe: MapameTp machineaccountquota onpesenseT CKOAbKO OBBEKTOB KOMMbIOTED MOXET
CO3/aBaTh NONb30BATENE, NaPAMETP Takke 3aBMcHT oT npae SeMiachineAccountQuotaPrivelege

3apaua KommenTtapuii

Cypher zanpoc:
Mpo 3 LD N

MNpoeepka MachineAccountQuota

MATCH (m:Domain) RETURN m.machine a Kerberoasting

nozgonatoume NTLMv1 naun LM

Bcero zanvcei: 4

Pesynetar agtowie NTL IV

None

None

None

None

Artaka Kerberoasting

Onwcanwe: Monbsosatean ¢ SPN, AnA KOTOPbLIX MOXET EbiTh NpoBeieHa ataka kerberoasting ACL ot Users ng nw6o

Cypher 3anpoc:

Cypher
MATCH (u:User {hasspn:true}) WHERE NOT u.name STARTS WITH 'KRETGT' RETURN u.name

Bcero zanwced: 2

ACL ot Users Ao ntob:

Pesynstar

O
@
O
O
@
@
@
O
@
@
@
O
@
O
@
O
O
O
@
@
O
O




YACTb 2 — ABTOMATU3ATOPbI

DCSyncHound

nocrobpabotka DCSync-pe3ybTaToB

-

Kak pabortaet

BepéT BbiBOA
Mimikatz/secretsdump/SharpKatz
n pe3ynbtatbl Hashcat

[MpakTnyeckasa nonb3a

Cobupaet Excel-oTuér,
COMOCTaB/IfeT NOJIb30BaTes1eN,
xawun w cracked-naponn, moxer
3arpy3unTb JaHHble 06paTHO

B BloodHound.

YHeBble€ 3/1eMEeHTbI

= BRANDON.BUTLER@MORLAB.COM A N 7Y

Database Info Node Info Analysis

BERANDCN.BUTLER@MORLAE.COM

OVERVIEW +
NODE PROPERTIES +
EXTRA PROPERTIES —_
distinguish CN=BRANDON BUTLER,CN=USERS,DC=MORLAB,DC=COM
edname
domain MORLAB.COM
domainsid 5-1-5-21-3164229210-3968512189-1251865757
isaciprotec False
ted
nilm 5694
password S50
passwordn False
otreqd
samaccou Brandon.Butler
niname
trustedioa False
uth

»

4
BRANDON.BUTLER@MORLAB.COM

22



W B0 =] | En A e | L |

Domain
morlab.
morlab.
morlab.
morlab.
morlab.
morlab.
morlab.
morlab.
morlab.
morlab.
morlab.
morlab.
morlab.
morlab.
morlab.
morlab.
morlab.
morlab.
maorlab.

-
com
Com
com
Com
Com
Com
Com
Com
Com
Com
Com
com
Com
com
Com
Com
Com
Com

Com

User =  Plaintext| ~ | NTLM
Administrator
domain.admin_history0
domain.admin_historyl
mor.david
domain.admin.protect
addhost

Brian.Perez
Kevin.Mitchell
Maria.Price
Aaron.Morgan
Sean.Price

Monica.Cox
Elizabeth.Morris
Jacqueline.Brooks
Monica.Foster
Kenneth.Cooper
April.Richardson
Peter.Bryant
Richard.Hernandez

* Enabled |~
Enabled

Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
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[lononHunTeNnbHbIE
KONNEeKTOpPbl

BloodHound

Konnektopbl COOMPAOT JaHHbIE U3 CUCTEM,
KOoTOpble ctTaHaapTHbiM SharpHound

= HE [NIOKPbIBAET NJ11 NMOKPbIBae€T HE NMOJIHOCTbHO.

24



YACTb 3 — KOJIJIEKTOPbI

PrivHound

Windows: /lokasibHO€e MoBbILEeHNe NpUBMAErNi

HoBble y3bi

Service, File, UserProfile, Credential,
TokenPrivilege, Autorun

4 I
Yto cobupaer 3auem Hy>XXeH
PowerShell-ckpunT 3anyckaeTca HyXeH A8 0ToBpaXeHms
Ha XOCTe M AaHaNIN3UPYeT CyXObl, NIOKaNbHbIX Privesc-HaxomoK
PowerShell, TokeHbl 1 autorun

. J

( i

HoBble cBA3U

PHCanWriteServiceBinary,
PHContainsCredential,
PHHasDangerousPrivilege

25



ol
4

Gl

\

Q. SEARCH © PATHFINDING <[> CYPHER X @ FILE:CONSOLEHOST_HISTORY.TXT@PWN... &
A Saved Queries — Object Information
Node Type: PHSensitiveFile
[J Auto-run selected query
Object ID: B8EAD8935660DF417E0F73D635DDF61D9
MATCH p=(u )-[ I=
~ _ _ Description:
v ( e f ) [ ] PS history (in PHLabCrossUser.PwnBox.000's profile)
>(f )
RETURN p File Path:
C:
' Run ° \Users\PHLabCrossUser.PwnBox.000\AppData\Roaming\Micr...
Hostname: PWNBOX
Last Seen by BloodHound:

2026-03-06 17:17 GMT+5:30 (GMT+0530)

Primary Kind: PHSensitiveFile

b
to FILE:CONSOLEHOST_HISTORY.TXT@PWNBOX

/

PHProfileContains

| 2 = | PROFILE:PHLABCROSSUSER PWNBOX 000@PWNBOX

PHProfileContains

PHCanAccessProfile
/ FILE:.GIT-CREDENTIALS@PWNBOX

PWNBOX\PHLABUSER@PWNBOX

FILE:CONSOLEHOST_HISTORY.TXT@PWNBOX
PHCanAccessProfile

PHProfileContains

N

PROW e @ FILE:PHLAB_SERVERS.RDG@PWNBOX

PHProfileContains

FILE:PHLAB_PASSWORDS.KDBX@PWNBOX
PHProfileContains

FILE.GIT-CREDENTIALS@PWNBOX

26



- Q SEARCH © PATHFINDING </> CYPHER

-~ Saved Queries

[J Auto-run selected query

1 MATCH p=(u )-[ 1-
> (d )= =
>(s D=l ]—=(t )

2 RETURN p

CIDO o

PROGDIR:PHLABAPP@PWNBOX

PHCanWriteProgDir

PWNBOX\PHLABUSER@PWNBOX

PHHostsBinaryFor

PHRunsAs

SVC:PHLABPROGSVC@PWNBOX

X PHRunsAs

— Relationship Information
Source Node: SVC:PHLABPROGSVC@PWNBOX
Target Node: NT AUTHORITY\SYSTEM@PWNBOX

Abuse Info:

Exploit the parent finding {modifiable service, writable binary,
unquoted path, etc.) to inject a payload into this service's
execution context.

Description:
This service or task runs under a privileged account (typically
SYSTEM). Compromising it yields execution as that account.

Last Seen by BloodHound:
2026-03-06 17:17 GMT+5:30 (GMT+0530)

Opsec:
Service restarts may be logged and noticed. Check if the

service is set to auto-start.

Run Account: LocalSystem

The edge PHRunsAs does not have any additional contextual
information at this time.

w NT AUTHORITY\SYSTEM@PWNBOX

»

Ampire

27



YACTb 3 — KOJIJIEKTOPbI

TaskHound

Windows: 3an/laH1pOBaHHble 3aa4K

KOHCONBbHbIN MHCT
noak/todaeTca K X

PYMEHT Ha Python,
oCTam no SMB,

3abupaet XML-33434n 1 CMOTPUT,

OT KaKunx y‘-IéTH biX
3dMnyCcKarTCA.

ScheduledTask, ko

3anmMcen oOHU

MMbloTEp C

3aaa4ven, RunAs-y4yéTka

Auto-run selected query

SR -

HasTaskWithStore
TESTCLIENT.BADSUCCESSOR.LAB
HasTaskWithStore
Q DC.BADSUCCESSOR.LAB
: HasTaskWithStore

HasTaskWithStore

WINDOWS\SYSTEM32\TASKS\LOLOMG\TESTTASK

WINDOWS\SYSTEM32\TASKS\LOW_PRIV_CREDS
dCreds RunsAs

WINDOWS\SYSTEM32\TASKS\LOW_PRIV_CREDS
dCreds
WINDOWS\SYSTEM32\TASKS\HIGH_PRIV_CREDS
dCreds

RunsAs
WINDOWS\SYSTEM32\TASKS\TESTSIDTASK
RunsAs

dCreds

RunsAs
WINDOWS\SYSTEM32\TASKS\IMPORTANTBACKUP

[ToMoraeTt HanTK 33434m
C COXPAHEHHbIMKM KpeaaMu, NoKa3aTb
NyTb: KOMNblOTEP — 334343 —

YYETKA.

HasTask, HasTaskWithStoredCreds,

RunsAs

\\%} ADMINISTRATOR@BADSUCCESSOR.LAB

LOWPRIV@BADSUCCESSOR.LAB

ScheduledTask OpenGraph




YACTb 3 — KOJIJIEKTOPbI

ConfigManBearPig

SCCM / Microsoft Configuration Manager

Uto cobupaer

PowerShell-konnektop HaxoanT
SCCM-canTbl, KIMEHTOB, KOJIJIEKLMN,
ponun, SQL n BapuaHThI relay

HoBblie y3bl

SCCM_AdminUser, SCCM_ClientDevice,
SCCM_Collection, SiteServer, MSSQL

SCCM, nnn Microsoft Configuration Manager, —
3TO MHCTPYMeEHT Microsoft ana
LIEHTPa/IN30BaHHOrO YNpaBJ/iIeHNS YCTPOMNCTBAMM
B OpraHusauum.

raetT agMUHUCTpPaTOpaM YyCTaHaB/INBAaTb
ns, 06HoBNATL Windows, cobupatb
ILINEO KOMMbIOTEPOB M YNpaBAATb
6o4nx cTaHLUMN N3 O4HOM

~
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YACTb 3 — KOJIJIEKTOPbI

SCCMHound

SCCM-aaHHble, ceccnmn U NOKaJibHble aAMUHbI

4 N\ [ N
Yrto cobupaer 3aueM Hy>keH
Ci#-konnekrop Ans SCCM: cobnpaet Mepecekaetcs c ConfigManBearPig,
No/Ib30BaTesei, KOMMbIOTEPbI, TEKYLLMe B e o g
CeCCMMN 1 NIOKaNbHbIX aMUHUCTPATOPOB ST e T LT 1 R e e

yrnpaBaAeMbIX XOCTOB

HoBblie y3bl HoBble cBA3Mn

SCCMUser, SCCMComputer,

SCCMManagedComputer, Session, LocalAdmin HasSession, AdminTo, SCCMManaged

SCCM, unum Microsoft Configuration Manager — 3To MHCTpyMeHT Microsoft ona LEeHTPasIM30BaHHOIO YyNpaBJ/ieHUsA
~ YCTPOMCTBaMM B OPraHu3aumm

"aeT aAMUHNCTPATOPAaM YCTaHaB/IMBaTb NPUIOXKeHUs, 06HoBASATb Windows, cobnpaTb MHBEHTapM3aLMiO KOMMNbIOTEPOB
b HacTpoMKamum paboumnx CTaHUNIM N3 OQHON KOHCON




YACTb 3 — KOJIJIEKTOPbI

ShareHound-CE

ceTeBble LUapbl 1 MpaBa A40CTYNa

Uto cobupaet

A (?) USERINFO.EXE.ZIP

CobunpaeT nHdopMaLMto 0
SMB-wwapax, ¢pannax, oupekTopmax

N peasibHbIX NpaBax A0CTyna - e — Object Information

Node Type: File
HoBble y3nbl
Share’ D“'ectory, F|le' F|leSha|-E, Object ID: FILE\\DC\SUPPORT-TOOLS\USERINFO.EXE.ZIP
Computer

Created At: 133028100667915870

SMB File CanWrite secrets Extension: .Zip

File Size: 277499
3ayeM Hy>KeH

[Mo3BoAeT nckaTtb KOHPUN, US:R:NGFYO-ETEZ'P Last Seen by BloodHound:  2026-05-20 16:48 EDT (GMT-0400)
63aKkanbl, VMDK, ckpunTbl 1 Apyrue T

YyBCTBUTEJIbHbIE Pansibl HE KaK
CMNCOK, a Kak rpacb Path: Userinfo.exe.zip

Modified At: 133028100671509420

Primary Kind: File

UNC Path: \\DC\support-tools\Userinfo.exe.zip




YACTb 3 — KOJIIEKTOPbI

ExchangeHound

Exchange-paspelleHns 1 generMpoBaHna

-

Yto cobupaer

ExchangeHound cobupaeT aaHHble

n3 Microsoft Exchange n nobasnsaer

B BloodHound nou4TtoBbIv cnon
NHGPACTPYKTYPbI: MOYTOBbIE ALLMKHN, NANKW,
ny6aM4yHble Nankn, 6a3bl NOYTOBLIX ALUWKOB,
TpaHCNopTHble npaBuna, Exchange RBAC-posnn
N nenernpoBaHHble NPaBa

j iy

, Y
" \\\\ ) \ ___7

“ - - *&'
‘ = N

Ampire E‘IZ°

ExchangeHc

Collector of Exchange On-Premise

Hosble y3abl

Mailbox, MailboxFolder, PublicFolder,
TransportRule, ExchangeRbacRole

3auemM Hy>xeH

Hy>eH oH Ana Toro, 4Tobbl yBMaeTb Exchange
He KaK OTAe/IbHY0 MOYTOBYIO CUCTEMY, a KakK
YyacTb obwen moaenu attack paths

HoBble cBA3U

HasFullAccess, HasSendAs, HasFolderAccess,
HasExchangeRole




ProfileHound

npodunan AOMEHHbIX Nosib3oBaTesnen Ha Windows

MoakntouyaeTca K C$ Ha XocTax, CMOTpUT
C:\Users n onpepensaet, Kakune
JlOMeHHble NpodnIN TaM CyLLLECTBYIOT

UserProfile, Computer, User

cs UserProfile post-exploitation

[lomMoraet NnpuopuUTN3MPOBATb MaLLMUHbI,
rZle MOIJIN OCTaTbCA TOKEHbI, KJTH04H,
6pay3epHble apTedaKkTbl NN KOHOUMU
NMPUBUIErMPOBAHHbIX NMOJIb30BaTeeN

HasUserProfile

ENTERPRISE ADMINS@SCCM.LAB

o Graphing where Administrators
Q MemberOf have user profiles on machines

[ J
aPm ADMINISTRATORS@SCCM.LAB

MemberOf e

MemberOf ADMINISTRATOR@SCCM.LAB

MemberOf HasUserProfile

® 9 ‘L0 Yvecmscem.LaB
@a®m ) ooMAIN ADMINS@SCCM.LAB

MemberOf HasUserProfile

MemberOf
JALICE@SCCM.LAB

/ : HasUserProfile

J SCCM-ACCOUNT-DA@SCCM.LAB

HasUserProfile B
el ] MSSQL.SCCM.LAB

HasUserProfile

CLIENT.SCCM.LAB



YACTb 3 — KOJIIEKTOPbI

NetworkHound

ceTeBoi cnon nosepx AD-rpada

(

Yto cobupaer

Active Directory Objects
Network Infrastructure

Port Scanning: OTKpbITble
NOPTbl HAa BCEX OOHAPY>KEHHbIX
YCTPOMNCTBAX C
naeHTudunkKaumen cayxob

Web Services
SSL-cepTndunkatoB n
obHapyxeHnem Beb-cantos
SMB Services

Shadow-IT Discovery

:work Topology

NetworkHound
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YACTb 3 — KOJIIEKTOPbI

SCOMHound

System Center Operations Manager

Uto cobupaer

PoC-OpenGraph-konnektop: nuet
SCOM-uHppacTpyKkTypy B AD
n pobasnaet SCOM-o6beKkTbI B rpad

o

J

-

.

3auem Hy>keH

SCOM nHTepeceH Kak cmcTtemMa
MOHWUTOPUHTA: areHTbl, RUNAS-aKKayHTblI
“ management server MOryT AaBaTb
HOBble NYTK aTaKmn

~

J

Hosble y3/bl

SCOM-cepBep, management-cepsep, SCOM-areHT,

RunAs-y4yéTKka

HoBble cBA3M

SCOM_Contains, SCOM_Manages, SCOM_HasRole,
SCOM_RunsAs

)aboTe cncremol

SCOM, unu System Center Operations Manager,— 3To MHCTPYMeHT Microsoft
SIS MOHUTOPMHTIA IT-MHGPaCTPYKTYpPbI

JIAET U3 0HO KOHCOJIM KOHTPOJIMPOBAaTb COCTOAHWE CEpPBEPOB,
WA CEPBICOB 1 CETEBbIX YCTPOWCTB, Noy4aThb alerts n 6bICTPO HaXoAUTb
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YACTb 3 — KOJIJIEKTOPbI

CertiHound

Active Directory Certificate Services

.

HoBble cBa3n

PublishedTo, Enroll, GenericAll, WriteDacl|,
WriteOwner

4 4
Yto cobupaer 3auem Hy>XXeH
Cobupaet AD CS: Enterprise Hy>xeH ana otobpaxkeHus
CA, wabnoHbl cepTndmrKaTos, certificate-based attack paths
NTAuth, npaBa enrollment N NOTEeHLMANbHbIX
n ACL. X ESC-cueHapueB B BloodHound.
( 4

HoBble y3/bi

CertTemplate, EnterpriseCA, RootCA,
NTAuthStore, AIACA

Tak>Xe MOXXHO N0JZ1b30BaTbCA
Certipy ©
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ESC1 — nameHenune SAN

~ Saved Queries

- CDCDO

Source
Platforms - Categories v Personal -

Saved Queries

Enrollment rights on published ESC4 certificate templates

Saved Queries :
[ Auto-run selected query
1 MATCH p = (principal)- H ANOMALY-ANOMALY-DC-CA-2@ANOMALY. HSM
[:WriteDacl|WriteOwner|GenericWrite|GenericAll|Write
LTP ties]->(et:Certd ite)-[ :PublishedTo]->

(ca:Enter

1sel _)

2 WHERE NOT principal.objectid ENDS WITH '-512°' PublishedTo
g AND NOT principal.objectid ENDS WITH '-519°'
rincipal. . . W - ' e WriteDac|

4 AND NOT principal.objectid ENDS WITH 544 ADMINISTRATOR@ANOMALY HSM
5 RETURN p :

\<Wme0wner

CERTADMIN@ANOMALY.HSM
. Run / WriteOwner -
DOMAIN COMPUTERS@ANOMALY.HSM T
e ———————— WriteDacl——
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Ampire E‘lZ"

ESC4 - Template ACL Abuse Detection

v Saved Queries

- @D EDO

Categories
Platforms v Active Directory C... « Source v

Active Directory

Enrollment rights on published ESC1 certificate templates

Active Directory, Active Directory Certificate Services

Enrollment rights on published ESC2 certificate templates

Active Directory, Active Directory Certificate Services

Enrollment rights on published enrollment agent certificate templates
Active Directory, Active Directory Certificate Services

Enrollment rights on published certificate templates with no security

extension

Active Directory, Active Directory Certificate Services DOMAIN COMPUTERS@ANOMALY.HSM
AllExtendedRights —_

= = ) CERTADMIN@ANOMALY.HSM

Compromising permissions on ADCS nodes (ESC5)

Active Directory, Active Directory Certificate Services Enroll

ENTERPRISE ADMINS@ANOMALV,HS?A
Enroll

n
Enroll ANOMALY-ANOMALY-DC-CA-2@ANOMALY.HSM

PublishedTo
DOMAIN ADMINS@ANOMALY.HSM (o @ SUBCA@ANOMALY.HSM

PublishedTo

Enrollment rights on certificate templates published to Enterprise CA with
User Specified SAN enabled (ESC6)

AAAS Active Directory, Active Directory Certificate Services

QQo

[J Auto-run selected query

1 MATCH p = (: 5€)-
[:Enroll| | | -xtendedRights]->
(ct:CertTemplate)-[:PublishedTo]->(:Ent )
2 WHERE ct.enrolleesuppliessubject = True

A ~1 ahled — Trie
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YACTb 3 — KOJIJIEKTOPbI

GoLinHound Ampire F8z°

( h
Yto cobupaer

CobupaeT Linux-xocTbl, JIOKaSbHbIX

noAboBaTenei, SSH-KNouN, GoLinHound: Redefining Cross-Platform Security

sudo-npasa n SSH-goBepusa Uncover Hidden Linux Attack Paths
L J
( N
HoBble y3abl TRADITIONAL BLOODHOUND
Linux-xocCT, NOKaNbHbIN NOJ/Ib30BaTeb, SSH-K/tOY,
sudo-npaBa
o J
N
3ayem Hy>XeH
[MoKa3bIBaeT, KaK NyTb aTakn MOXeET
npoxoAanTb Yepes Linux jump-host,
reused SSH-k0um namn sudo-Lenoykm
Y,
~
ey, KeyCanAccessHost, Hack Monitor - Undercode G R A e s
J
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HasPrivateKey SSHKeyPair
FilePath string Algorithm string
KeyFormat string Baseb4 string
Encrypted bool FingerprintSHA256 string
KDF string FingerprintMD5 string
Cipher string FIDO?2 bool

HasPrivateKey

> CansSSH
>
ForwardsKey
SSHUser SSHKeyPair SSHUser
ForwardsKey CanSSH
LastLoginTime string FilePath string
LastLoginIP string Comment string
LastLoginSocket string
Comment string




Linux

@ CanImpersonate @ CanImpersonate @

SSHUser SSHComputer SSHUser

FQDN tr1ng PasswordReq bool
Commands string




Active Directory

HasKeytab

HasKeytab

Q

SSHComputer

HasKeytab

HasTGT

FilePath

string

FilePath
StartTime
RenewTime
EndTime

string
string
string
string

Ampire E‘5IZ°

(=}

ADComputer




04

PopKku 1 aHanorn
No MOTUBaM

BloodHound

IPAHound nepeHocnT rpadoBbIN NOAXOA HA
FreelPA/IdM-nHdpacTpykTypy.
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YACTb 4 — IPAHOUND

IPAHound / BloodHoundFreel PA

i B sTo ) [Mouemy He 06bIUHbIN KOnnekTop BH
Konnektop noakstoyaetca K LDAP FreelPA, IPAHound-GUI — ¢opk BloodHound
cobupaetT nosib3oBaTeNen, rpynmbl, XOCTbl, c noaaepxkoun FreelPA-y310B 1 cBA3eN.
cepBuCbl, poau, permissions, sudo/HBAC, D70 ckopee nepeHoc BloodHound-noaxoaa,

§ CA 1 cepTndunKaTHble CYLLIHOCTHU ) a He paclunpeHmne ctaHgapTHon AD-mogenmw.

4 N
Y3nbl CeA3un
IPADomain, IPAUser, IPAGroup, IPAComputer, TrustedBy, MemberOFf, AddMember,

IPAService, IPAPermission, IPARole, IPACA, ForceChangePassword, ReadKerberosKey, Owns,
IPACertificateTemplate, IPASELinux CanSSH,
o J
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~ Bnarogapto
3a BHUMaHue!

KOHCTAHTMH 3aXapoB

Mnagwmn nccnenosaTesb
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