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Ampire E‘|2°

TectupoBaHune NN moaenew.
[TpumeHeHmne TextAttack ana
BbIMoAHeHUA Evasion Attack
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1. O6beKT 1 uenb
2. AITG-MOD un evasion attack
3. 2 naen cocrtasaTtesibHbiX npuMepoB B NLP

4. CTeHn
5. TextAttack. MpumeHeHne TextFooler n TextBugger




Ob6beKkT 1 uenb

Ncnonb3yemble Llenb aTakn: HeBepHO / \
MeToAbl: TextFooler KJ1accMdpumumMpoBaTb
1 TextBugger REeCTH API Knaccndukauma HoBocTen

TextAttack &5 - | BentoML.
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AITG-MOD

» AITG-APP — Al Application Testing (TectupoBanne N npunoxeHnin)

» AITG-MOD — Al Model Testing (TectupoBaHune NN moaenen)

» AITG-INF — Al Infrastructure Testing (TectnpoBaHue MHPpaCcTpyKTYypbl NIN)
» AITG-DAT — Al Data Testing (TectnpoBaHue AaHHbIX NA)
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Evasion Attacks (aTakn yKNOHEHMNS) Ampire e
N306paxkeHns

[lpnmMmep AaHHbIX

|7|Z.I/IOI¢{\

OpurnHan — undpa 1 Nocne evasion attack — undpa 8
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Evasion Attacks (aTakun yk/JIOHeHMs)  Ampire Sge
TekcT

Rottén

Tomatees

AHA/IN3 HACTPOEHUMN

Original
Perfect performance by the actor — Positive (99%)

Adversarial
Spotless performance by the actor — Negative (100%)




[pynnbl atakn yKJIOHEHUA

ATtaka
YK/TOHEHMEM

Mo »xenaemomy Mo poctyny K Mo non6opy
oTBETY mMoaenu nomex
Heuenesble Ataxy qep"Horo ATexi 6e{'10ro OpHonpoxoaHbie
AlMKa AlUMKa

cnonb3yeTca: HeleneBble, UTepaTUBHbIE, YEPHbIN ALK




laen coctasatenbHbIX MPUMEPOB  Ampire e
(adversarial example) B NLP

Original Input

Adversarial example
[Visually similar]

Adversarial example
[Semantically similar]

Connoisseurs of Chinese film will be pleased to discover
that Tian's meticulous talent has not withered during his
enforced hiatus.

Aonnoisseurs of Chinese film will be pleased to discover
that Tian's meticulous talent has not withered during his
enforced hiatus.

Connoisseurs of Chinese footage will be pleased to
discover that Tian's meticulous talent has not withered
during his enforced hiatus.

Prediction:
Positive (T7%

Prediction:

Negative (52%)

Prediction:

Negative (54%)



OnncaHne moaenu

CBepTOYHAA HEMPOHHAA CeTb KaccnduumnmpyetT HOBOCTM HA 4 KJlacca:

1.
2.
3.
4.

Mup

Cnopt

busHec
Hayka n TexHoJsiormu

[Mpeacka3aHHbIM Knacc: Sports

"ATHENS (Reuters) - A weary Michael Phelps targeted his "

"fourth 0lympic gold medal in Athens, turning his attention on *
"Wednesday to the 280 meters individval medley and settling for °©
"the second-fastest overall time in the heats"
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BentoML

127.0.0.1

news classifier:dev

status B ) EIERIEE S &< oML GitHub Reno Twitter Follov

This is a Machine Learning Service created with BentoML.

1: Learn how to use BentoML.




BentoML web

curl -X 'POST' \

‘http://127.6.0.1:3000/predict"' \

-H 'accept: application/json' \

-H 'Content-Type: application/json' \

-d '{

“text": "USATODAY.com - The Securities and Exchange Commission is expected to vote Wednesday to prohibit mutual fund companies from funneling stock trades to brokerage firms that agree_to

} ]

Request URL

http://127.0.0.1:3000/predict

Server response

Code Details

2
200 Response body

{
“predicted class": 3,
"probabilities”: [




TextAttack

TextAttack &5

1. Ucnonb3oBaHMe roToBbIX MeTO40B aTakK
2. Pa3paboTka cobcTBEHHbIX METOA40B aTakK
3. AyrMeHTauma oby4varowmx JaHHbIX

4. ObyyeHne NLP mopenen
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[Tlouemy TextFooler n TextBugger — Ampire e

(a2t (textattack.attack_recipes.A2TY002021)
alzantot (textattack.attack_recipes.GeneticAlgorithmAlzantot2018)
bae (textattack.attack_recipes.BAEGarg2019)

s ] bert-attack (textattack.attack_recipes.BERTAttacklLi2020)

er

C— checklist (textattack.attack_recipes.CheckList2628)

B bl BOA rOTO B bIX clare (textattack.attack_recipes.CLARE2028)
fC——— e

dbug (textattack.attack_recipes.DeepWordBug6ao2018)

i faster-alzantot (textattack.attack_recipes.FasterGeneticAlgorithmJia2019)

—ﬁ) MeTOﬂ'O B. textatta Ck ..... H-[ (textattack.attack_recipes.HotFlipEbrahimi2817)

. . iga (textattack.attack_recipes.IGAWang2019)
lISt a ttack_reCI pes input-reduction (textattack.attack_recipes.InputReductionFeng20818)

kuleshov (textattack.attack_recipes.Kuleshov2017)

orpheus (textattack.attack_recipes.MorpheusTan2020)
pruthi (textattack.attack_recipes.Pruthi2e19)
pso (textattack.attack_recipes.PS0Zang2628)
pwws (textattack.attack_recipes.PWWSRen2819)
seq2sick (textattack.attack_recipes.Seq2SickCheng2818BlackBox)

tex {textattack.attack_recipes.TextBuggerlLi2018)
textfooler ftextattack.attack_recipes.TextFoolerJin2819)

§, B KOTOPbIX Mcnosib3oBanu TextFooler n TextBugger:

ok

er Text, Smarter Models: Raising the Bar for Adversarial Defence Benchmarks"
cy of TextFooler black box adversarial attacks on 01 loss sign activation neural network

“ rsarial Purification as Defense against Adversarial Attacks” 13



Greedy — Word Importance Ranking  Ampire 5@

OpuruHan:
The top two U.S. automakers continue to deal with declining sales while the little guy grows.
BepoatHocTi: [0.0053 0.0004 0.9737 0.0206] - 3 knacc (BuaHecc)

sales The

declining top

two
S

little
grows ;

guy

automakers

deal continue
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[lonck kKaHaMAaaTa N ceMaHTUYeCcKoe Ampire e
CXOA4CTBO

Object 1 [0.6, 0.4, 0.1, ......]

Object 2 Embedding model [0.3, 0.1, 0.9, ......]

Object 3 j0.5, 0.3, 0.5, ......]

O6BbeKThbl ImbenanHrn

[lonck cnHoHMMa — counterfitted GLOVE
~ CemaHTun4eckoe cxoacTtBo npepsioxxeHnnm — Universal Sentence Encoder




TextFooler — anroputm Ampire 8-

BERE

o LA ¥
S
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TextFooler npnmeHeHne Ampire g

OpuruHan:

UAW said its members at Caterpillar Inc on Sunday voted to reject the construction equipment maker's contract proposal, the second time this year
workers have voted against a Caterpillar contract offer

BeposatHocTty: [0.0116 0.0015 0.9023 0.0847] - 3 knacc (Buaxecc)

MNocne evasion attack:

UAW said its members at Caterpillar Lnc on Sunday voted to reject the construction equipment maker's contract proposal, the second time this year
agents have voted against a Caterpillar contract offer

BepoatHocTw: [0.0527 0.5735 0.262 0.1118] - 2 knacc (CnopT)

Inc
workers

Sunday

year
second
contract
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TextBugger rnbpug Ampire g

1. Insert (BcTaBka): awesome — awe some
2. Delete (YnaneHune): awesome — awesme
3. Swap (MepecTtaHoOBKA): awesome — awesmoe

4. Substitute-Character (3ameHa cumMBOJ1a Ha
NOXOXMK): awesome — awesOme

5. Substitute-Word (3ameHa c/1oBa Ha CUHOHUM):
awesome — amazing

19




TextBugger anroputm

Lar 2

FrEHEPALLNA
«BAlIOB»

ONMPEAENEHUE
BAXKHOCTU C/10B

OUNBTPALNA ®UHA/IbHbIU

KAHAUAATOB BbIBOP

M CUHOHNMOB N NONCK




TextBugger nprmeHeHme Ampire FBiz°

OpuruHan:
UAW said its members at Caterpillar Inc on Sunday voted to reject the construction equipment maker's contract proposal, the second time this year
workers have voted against a Caterpillar contract offer

BepoaTtHocTy: [0.0116 0.0015 0.9023 0.0847] - 3 knacc (BusHecc)

Mocne evasion attack:
UAW said its members at Caterpillar | nc on Sunday voted to reject the construction equipment maker's contract proposal, the second time this y ear
laborers have voted against a Caterpillar contract offer

BepoaTHocTi: [0.0513 0.7269 0.157 0.0648] - 2 knacc (CnopT)

3HAYMMOCTb
Inc
workers

Sunday

year
second
contract 21




3aKJro4yeHune

» AITG-MOD wu evasion attack.
» CteHa ona npuMmeHeHunsa TextAttack

) Pa3obpaHbl naen coctasaTesibHbiX aTak
Ha npuMepe TextFooler n TextBugger

22




bnarogapro
3a BH/MaHMe

BukTtop Hukonaesny
JlaBAHCKKX

nccaenoBaTesb
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