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Knasnatypa?

TouyHO TeMon He ownbeca?




Kak nrogmn npeactaBaAroT Ampire g
cebe xakepCkyro KnaBmaTypy




Kak Ha camom aene Ampire -
BbIFIAAAT XakepCKMe KnaBmaTtypbl




Y10 nnm yem
aTakyem

* ATaka Ha KiiaBuartypy
* ATaka C MoMOLLbIO KnaBMaTypsbl




ATaka
Ha K/iiaBuartypy

3acTaBasieM YCTPOUCTBO
BECTM cebs HenpaBUAbHO




Keylogger

KeyGhost
OEM keylogger
KeyLlama
KeyGrabber USB
KeyGrabber Nano
KeyGrabber Pico

AIRDRIVE

FORENSIC
~=>0.4" (10mm)




[1ar0Cbl U MUHYCbI

Mnrocobl

*  Manas 3amMeTHOCTb

* Hert 3aBMcKMMOCTI OT NaatdopMbl
* [laccmBHOE YCTPOWUCTBO

MuHycbl

*  Hapo yctaHaBamBaTb 1 3abumpatb
+ ObpaboTka pe3ynbTaToB

* [laccnBHOEe ycTpouncTBO

E DHYCb
Wi-Fi

apeika

' ‘aKTMBHOIO YCTPOICTBa




CKaHep UJTpMX—KO.uIOB Ampire Jg@°

Keyboard Wedge Host Types

Keyboard Wedge Host Types

Select the keyboard wedge host by scanning one of the bar codes below.

| I | | | | | | || ||||| Keyboard Wedge Country Types (Country Codes)
Scan the bar code corresponding to the keyboard type. If your particular keyboard type is not listed, see Alternate

IBM PCIAT & IBM PC Compatibles' Numeric Keypad Emulation on page 5-9.

IBM PS/2 (Model 30) . .
North American

IBM AT NOTEBOOK ||| |I|| | ||| | || | ||||||||||||
||| |I|||||||||||| | || |||| |||| |||||| -

NCR 7052

o/ NOTE User selectonisrequted to coniur tis nerface and his i the mostcommon seectn. ||| |I || || ||||| | | ||||||| || |||

French Windows

Keystroke Delay French Canadian Windows 95/98

This is the delay in milliseconds between emulated keystrokes. Scan a bar code below to increase the delay when

hosts require a slower transmission of data.

*No Delay
French Canadian Windows XP/2000

Medium Delay (20 msec)
French Belgian dows

Long Delay (40 msec)




Mouselack

2006LWeHNi, koTopble 06pabaTbiBatOTCA NPUEMHUKOM CUrHaNa PaAMO-MblILLI
< HaxkaTusa KaaBuLL



ATaka C MOMOLLbHO
KJlaBMaTypbl

[TpMHOCKMM CBOE YCTPOUCTBO
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Ataka BadUSB — ycTponCTBO npeacTaBaseTca KOMMbOTepY XepTBbl
? .KnasmaTypom a Mo NCTeYeHnn HeKOToporo BPEMEHW HaUMHAET OTNPaBAATb



Mown cueHapun
ncnonb3oBaHnsa BadUSB

ESXi KVM

RDP
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JKCPuabTpauma AaHHbIX 2

report_descriptor[] {

REPORT_COUNT
INPUT (Data
REPORT_COUNT
REPORT_

INPUT {Cnst,\

REPORT_COUNT
REPORT_

LOGIC
LOGICAL

CneunanbHbin HID-geckpuntop

vent indicated))

INPUT (Data,A
END_COLLECTION




Wi-FI knaBumaTtypa

» Coszgaet Wi-Fi Touky goctyna
* [logkntovaeTtca k cywecteytowemy Wi-Fi
*  Ynpansetca yepe3d web-nHTepdenc




ESP32 S3

OcHOBHble XapaKTepUCTUKHU

« [AByxbAaepHbIN 32-OUTHBLIM NPOLLECCOopP
Tensilica Xtensa LX7

» 5126 O3Y, 8m6 M3Y

* Wi-Fi 802.11 b/g/n (2,4 TTu) n
Bluetooth v5.0 c BLE

* YHuBepcanbHbi USB (nutaHue,
NPOLUMBKA, MOAKAKOUYEHME)

~ © SPI (3kpaHbi)

‘:“ino IDE n PlatformIO
| Studio Code N



PazpaboTka

Settings

File Actions DuckScript Additional

F4 F5 F& F9 F10 F11 F12

RS AR gl aRh AN s += BACK IN§ HOME up

- PG
TAB g3 wv g= R T8 y u* ¢ o° pr { 1§ DEL END o
ENTER

CAPS a2 g5 pd FfG’J@Ji kx ! = - P

SHIFT | 7z Xx* C° VY B N M™ = > 2 SHIFT T

CTRL WIN ALT ALT WIN MENU CTRL

Keyboard command (readonly)
SHIFT +H

String without modifiers

Put string here




laeanbHOe yCTPOUCTBO-
KnaBuartypa

Cozaaet Wi-Fi Touky goctyna

[Nogkntouaetca k cywecteytowemy Wi-Fi
Ynpasnsetca yepes web-nHrepbenc
Hactpaneaemsble VID, PID, Serial, ...

MoxxeT paboTaTb 1 Kak NacCMBHbIN Kenaorrep,
n Kak naccmeHbln BadUSB

KeyGhost
OEM keylogger
KeyLlama
KeyGrabber USB
KeyGrabber Nano
KeyGrabber Pico

AIRDRIVE
FORENSIC
~=0.4" (10mm)




ELle napa
MHTEpPECHbIX aTak

To, uTO HEe noaoLNO MoA
Kfaccnpumkaumro




Android npuaoxeHune-

KnaBumatypa 1]2[3]4|5]6]7]8[9]0
e oo
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MynbTUMEAVNHbIE KNIaBULLN  Ampire e

- CnewuyanbHble KNaBuULWK, KOTOPblE MNO3BOAAKOT BbICTPO BbIMOIHATH
anbHble AeiCTBYA: 3anyck KanbKynaTtopa, bpaysepa, email-kaneHTa




Cnacumbo
3a BHUMaHwme!

Bacunmnn KpaBel,

@xitauw
Vasily.Kravets@amonitoring.ru
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