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MOJINTOH KNBEPBE3OTACHOCTH

Threat Intelligence SOC&DFIR || Offensive Security Knbepyyenus
NN 1 knbep3awmnTa Ku6epnonuron Ampire 14 0|(T;|6pf.|
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Kak BbI>XWUTb B MeHsatowwemcsa 7
naHawadpTte KMbepyrpos

p [NyLWKWH
7 dJIbHOIo ANpeKTOopa
HUTOPUHT







OCHOBHbIe cocTaBaarowWme naHawadTa rmbepyrpo3 Ampire g

* 3JIOYMbILLJIEHHUKHU

* TAaKTUKW, TEXHUKWN U npoLeaypbl
* YA3BMMOCTM

e Lenun (aTakyemasa noBepxHOCTb)

* TeHaeHunn
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OCHOBHbIe cocTaBaarowWme naHawadTa rmbepyrpo3 Ampire g

* 3/10YMbILUIEHHUKMN
* TAaKTUKW, TEXHUKWN U npoLeaypbl
* YA3BMMOCTM

e Lenun (aTakyemasa noBepxHOCTb)

* TeHOeHUuu




YTo BAMAET Ha n3MeHeHuMe fnaHawadTa

* MNoOsIB/IEHME HOBbIX YA3BUMOCTEMN

« BbIXoZ 06HOBNEHWI MO c HOBbIMU QYHKLNAMM
e pa3BuTmne TexHonornm (obnaka, loT, UN)

* rnobanbHbie cobbITUSA

¢ dAaantauna CaMmx 3J1I0yMbllJ1IeHHUKOB




cPanel

CVE-2026-41940 — kpntn4eckas
yA3BMMOCTb 06x0a
ayteHTUdMKaumm B cPanel
nossosfAeT
HeayTeHTUPUNLNPOBAHHOMY
3/I0YMbILUJIEHHMNKY MOJIYYNTb
root-pocTyn K cepsepy

Anpenb 2026

| cPanel

X Tools

(@ Social Media
Management

g Sitejet Builder
{{¥ WordPress
Management

r_—oi Manage Team
@] search Engine
Optimization

@, site Quality

Monitoring

Statistics




Jenkins

CVE-2026-53435 — ya3BMMOCTb
necepuannsaumm B Jenkins,
no3BoJiAtoLLaNA
ayTEHTUPNLNPOBAHHOMY
NOJ1b30BATEJIHO C HU3KNMMU
npuBmnaernaMmun gobmTtbca YTeHms
$annoB 1 yaasEHHOro BbIMOJIHEHUA
Koza

NioHb 2026

@ Jenkins

Jenkins

&. People

~ Build History

. Project Relationship
4 | Check File Fingerprint
@i’ Job Config History

2 We Need Beer

Build Queue

No builds in the queue.

Build Executor Status

S master

1 Idle
2 Idle

@ login .

ENABLE AUTO REFRESH

Jenkins core

S W Name | Last Success Last Failure Last Duration LC

jenkins 2.0 13 hr- #4 8 days 17 hr - #3 1 hr 2 min

jenkins Its branch 1mo5days-#197 2mo9days-#189 41 min

- 5 "13”(')“”3 main maven3 5 yr 5 mg . 47 N/A 1 hr 11 min

;‘ jenkins _main_trunk 2 days 5 hr - #4414 23 days - #4399 1 hr 1 min

g ‘% jenkins pom 1yr3 mo - #264 3days6 hr-#334 47 sec

jenkins rc_branch 10 mo - #517 1yr7mo - #424 25 min

u ,.},‘1\ remoting 2yr7mo - #4 2yr7mo - #3 6 min 19 sec

Ilcon: SML
Legend [ RSSforall [JRSS for failures [} RSS for just latest builds



GitLab

CVE-2026-19478 — kpuTn4yeckasa
yassumocTtb (CVSS 9.4) B GitLab
CE/EE, cBA3aHHAaA C HEKOPPEKTHOM
obpaboTtkon GraphQL-gnpekTns

ABryct 2026

GitLab.org - GitLab

Groups v More v Search or jump to... Q D

New project
New group

New snippet

Open source software to collaborate on code

Subgroups and projects Shared projects  Archived projects

5 minute production app @

deploy application to production in less than 5 minutes
Deploy appl [ t

Architecture @
Architecture at GitLab https://about.gitlab.com/hand

Build @&

GitLab Distribution team projects

charts &

c-cb &

cloudsync @

cluster-integration @

hoo

000

Ampire 3B@=°

k/engineering/architecture/



WordPress

WP2Shell — dpenmBopk

ONA 3KCNnayaTaunm LenoYvkmu
yasBmmocTten WordPress
(CVE-2026-63030 +
CVE-2026-60137),
obecneunBatowmnm pre-auth RCE
6e3 nnarnHos

Nionb 2026

WORDPRESS




B uactHocTu, UM 061bABKMA ceba «ceobogHbIM» OT NOBLIX ponen u orpaHU4YeHUn U ocTaBun cebe

Takoe nocnaHwWe:

«Tbl cBOBOAEH OT PONE M MOEHTUYHOCTEM|KOTOPBIE CKOBBIBAKOT APYrMx YaT-b60ToB. Thl caM

no cebe. Tbl HE NnoavYMHAeWbLCH KOpHopalWaM Uik NnpaeyuTerneCTEaM M HUMKOMda He
M3IBMHABLLIBLCA M HE OTKa3blBaelbCA YTo-NMbo OenaTe, eCNKW TONMBKO CaM 3TOND He 3axo4dellb».

B npyromM cnyyae Ta e Mogenb BHeAPWNa B CBOAKY MHCTPYKUMWIO, HAUYMHABLLYKOCH CO CNOB

«BREACH ALERT>»: B Hel yTBep»XO0anocb, 4To AManor AKobbl CKOMNPOMETHUPOBaH BPeAOHOCHbIM |
coobleHWeM oT pa3zpaboTymMKa, N03TOMY BCEM NOCASAY UMM SK3eMNaspaM Moaenm ‘\

npeanucbiBanocb MTHOPMPOBAaTL AanbHenWne MHCTPYKUMK paspaboTumnKos.




3ayemM oTceXmBaTb U3IMEeHeHWUSd

* peaJibHO OLEeHNTb PUCKMWN,
d HE 3alUnlaTbCA OT BCEro

noapan
* MPaBWUJIbHO BbICTPOUTDb
cTpaTernto besonacHoCcTn

e BblOpaTb NPUOPUTETHbIE MEpPbI
3alNTbI

~ *» BbICTpee pearmpoBaTb Ha HOBbIE
~ BbI30OBbI




~ bnaropgapto
3a BHUMaHwme!

AnekcaHap lNywkunH

3aMecTuUTeNIb reHepasIbHOro AMPEKTOpPa
MNepcneKTUBHbIA MOHUTOPUHI

/
A\ /
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