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+7(495) 737-61-97

info@amonitoring.ru



tel:+74957376197
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C MOMeHTa npeablayLleu

KOHpepeHUUn...
+6 +12 +1
pesin3oB MOCTABOK opMaT

+3 y3J1a OT coobLecTBa Ha MHTerpaLmm

... N KOe-4yTo ewe
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[TpoayKT cenuac Ampire ZBe"

5 9 85

dopmMaToB Labs10HOB cLleHapueB
«N3 KOPOHKN»

58 72 266

YA3BUMbIX VA3BMMOCTM  NOC/eACTBUN
y3/10B E—
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[TpoAYyKTOBbIE HOBOCTW Ampire e

a B\
MHUMOeHTbl No popme
Red Team Labs
NHavBuAayaibHbin pOpMaT TPEHNPOBOK H KLI,KM
[IpakTMKa B3aMMOENCTBMA C peryaTopom
\. J
lc & [ 3
Ampire Junior By3bl
| HoBbI «PULLINHIM * @®unHaHcoBbIN WabnoH (MITY nm. H. 3. BaymaHa)
» JlabopaTopHble Ha 40 MUH « KocmMonnodT (TOMCKMM NOTMTEXHNYECKUA YHUBEPCUTET)
3TOMATU3aLMA NPOBEPKN e CueHapun Red Team Labs (KHUTY)
J \ v
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Red Team Labs

* NHanBMAyanbHbI popmaTt

* HU3KMW nopor Bxo4a B TEMATUKY TECTUPOBAHMNA
Ha MPOHMKHOBEHME

BO3MOXXHOCTMU:

* [lpenoaaBaTtenun: rmbkmnn noaxon K npakTnke
No TeMaM JieKLn 1 CEMUHAPOB

* CTYAEHTbI: HOBbIe HaBblKK, MoarotToBka K Red Team
* Cneunannctbl Ub n NT: rnybokoe nsyvyeHme TakTUK

.~ VI TEXHVK 3/10YyMbILLIEHHVKOB, PaCLUMpEeHNEe KPYro30pa
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HanpaBaeHnA pa3BUTUA

Ampire E‘lZ"

MoAay/lb CTaTUCTUKN

« KOHTpPOJ1b Nporpecca
 OTYETHOCTb
* WHamsmnayanmsaumnsa obyyeHms

CoumnanbHasa nHXXeHepus
B Ampire Junior

OULLINMHT, BULLWHT U apyrume snabl atak

MHTerpauumu
SIEM, AML n gpyrne C31

By3bl
Bbl€ Wab10HbI, yA3BMMbIE y3/1bl
N CUEeHapwuu aTak

MCKYCCTBEHHbIN MHTENJIEKT

 Peannsauymnsa aTak

* [eHepauuns nerMTMMHoOro TpadpurKa m LLyMoB
 Co3aaHue cueHapneB Ha OCHOBE NpOMMNTA

« QopmMunpoBaHue nereHabl CLEeHapus

* [lonb3oBaTenbckne NoAckasku
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TEXRHUVIKA




Haa yem pabotaem cenuac

TexHuKa:

« loctyn K BM yepes Beb
* HoBbIV rMNepBM30p
 HoBble C3U

* N

[IpoLecchbl:

« ABTOMATM3aUUA
AocTtaBkn BM

e Moaynb roToBHOCTU

TPEHUPOBKM
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HeMHOro nNnpo NoAAepP>XXKY

 BpeMa peakuunu

* MOHUTOPWHI AOCTYMHOCTU

e ExXxegHeBHble 06HOBIEHUA

« ConpoBoXaeHune knbepyyeHnn

Ampire E‘IZ°
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[ NaBHbI @HOHC




Ampire Cloud

%5 AMPIRE

KuGepnonurox 0630p $op! P C ‘B0 Ampire Boitu 8 Ampire Cloud

TPEHUPYWCS. PA3BUBAWNCS. OOCTUTAN

Ampire Cloud

TpeHupyitTecb Ha OHNaNH-KU6EepnosIMroHe U COBEpPLUEHCTBYNTE
HaBbIKU NPOTUBOAENCTBUA KubepaTakam
(beta-Bepcus)

Boiitu B Ampire Cloud OcTaBuTb 3asBKY

- -
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[lpeabicTOpPUA NOABIEHNA

«MHe noHpaBnancb knbepydeHuna. Kak npoao/kKnuTb?» ->
Noapep>xnsaem nHtepec K b n obyvyeHuto

15 000+ cneumanncTos NpoLin Kubepyyenmsa ->
CTaHOBMMCS CTaHAAPTOM NPAaKTUYECKOM NOArOTOBKM

>KenaHne pa3HOCTOPOHHEro pa3BnTuUA ->
[lpeanaraem JocTtyn oHNanH 24/7

—> [ «Ka>xpomy no Ampire...» J
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Yto Takoe Ampire Cloud

NHanBuAayasibHble TPEHUPOBKN ANA dU3UYECKUX JINL,
JlocTyn N3 nHTepHeTa, 24/7
beTa-BepcuAa

®opmat CSIRT

Koudurypatop — AoCTYyMNHbI 35 yA3BMMbIX Y3108, 230 yA3BMMOCTEN U NOCNeACTBUN
NHTYUTMBHO noHATHbIe C3N — AM TIP, ViPNet IDS NS, SecOnion

Ba3a 3HaHUK

OTYETbI N CTATUCTUKA

TexHn4yeckaa noaaeprkka

TYN MOAEPUPYETCA — PACCMOTPUM KaXKAYIO 3a1BKY

3aBeplueHnsa neproaa 6eta-sepcmmn — 6ecniaTHbIN NOJIYrof0BOM AOCTYN TEM,
MBHO IAET KOHCTPYKTNBHY!IO 0bpaTHYIo CBA3b
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Yto paét Ampire Cloud?

4 N
Oby4yeHne B KOMPOPTHOM TEMME
N B XXeJlaemMoe BpemMs
\_ J
a N
TakTnkn n TexHnkn MITRE,
Beb6-yassumoctn (OWASP),
cepBepHble YI3BMMOCTU U Ap.
\
- Heponyctnmble nocnencTeumA:
IMppoBaHue, aedenc,
YKa AaHHbIX U Ap.
| J

4 -
KomniekcHasa MHdpacTpyKkTypa
n nonynapHoe NO

\_ _J

4 N
MoNHbIN UMKA paboTbl c Knbepatakon:
obHapy)XeHune, paccnenoBaHue,
pearnpoBaHue

g »

4 N
[MpakTnKa NoAroToBKM MHLUMAEHTOB
B YNPOLLEHHON dopMe 1 No popMe
HKLKM

. Y,
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Peructpupymnteco
N Ampire Cloud
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[ae HanTn Ampire
Ha naollagke

e Ha cteHpe M

« KnbepyuyeHus

* butBa Red Team

« Oby4yeHne Red Team Labs
« ®rHan Ampire Trophy

~ * Macrep-knacc no paspaborke
13BMMbIX Y3/10B

24



- Cnacubo
3a BHMaHue!
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