Ampire E‘|2°

TIPoBoe nccnepoBaHue
APT-rpynnnpoBkun

AN caHap Pyaswk

TeJlb HanpaB/IeHNA NCCNef0BaHNN




HanpasneHnusa Threat Intelligence Ampire @
B [lepcnekTMBHOM MOHUTOPUHTE

( N ( N
[IpeBEeHTMBHbIN NONCK 3HaHne 06 ya3BMMOCTAX
BpeOHOCHOW aKTUBHOCTM ) (Vulnerability Intelligence)
.

4 N ( R
AHaNn3 BpeaOHOCHOIo PacnpocTpaHeHne AaHHbIX
koaa (Malware Analysis) ) o Knbepyrposax

. J
- (
AHANN3 OTKPbITbIX M YnyJyweHne getekTupytowen

. 33KpbITbIX UCTOYHMKOB | | cnocobHocTn C3U )

B3anmopencteme c SOC &
DFIR




Ay [lpeBeHTUBHbIN NONCK
BPe4OHOCHOM aKTUBHOCTU

01 OnpenennTb OTPaC/ib OPraHM3aLnm

() Nokanu3oBaTb rpynn1poBKM Ha OCHOBE Lie/IeBbIX OTPaCc/en

()3 CobpaTb KOHTEKCTHYIO 1 TEXHUYECKYH MHOPMaLMIO 06 aTakax rpynn1poBKY

04 Peann3oBaTb OTC/1€XXMBaHME HA OCHOBE COBpPaHHbIX
NHANKATOPOB M apTedaKkToB

05 NccnenoBaTb MHCTPYMEHTAPUIA M PAcLUMPUTb CETEBYIO
MHbPACTPYKTYPY

\

06 Pa3paboTaTb Mepbl NPOTUBOAENCTBUA U

K PaHbLUEe ApPpYyrux AEeTEKTUPYIOLLYHO TOTUKY

Tb O BpPeAOHOCHOM

07 PacnpocTpaHnUTb MHpOPMALMIO A1
KomMaHa 6e3omnacHOCTH
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Hasmanue

Hanpumep: BlackJack

CVE
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Hanpumep: T1190 (Exploitation for Initial Ac ~
VHETpYMEHTHI

Hanpumep: Advanced IP Scanner =
Data nybnukayum c Lata nybnukayun no

B He ebibpaHo By He BoibpaHc

[ata obHOBREHNA &

B He BbI6p

[ata 0BHOBNEHNA NO

B He ebibp

OTpacne

H$OpMALLMOHHbBIE TEXHOMOMMK
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C6op nepBMUYHOU MHPOPMALMK
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B TIReports

«q URL Checker

[ I | Tapupe
H Nowouws
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78 VYueTHsle sanucu

Monpobyite PRO
Bonblue BosmMoxHoCTER
B pacWwWpeHHoW BepCcn
AMTIP

MoppoGHee

<X AMTIP

< Rare Werewolf

OcHoBHoe CVE

OnucaHne

OpaHa W3 xapakTepHbIX YepT 3TOW Yrpo3bl 3aKNKYaeTea B TOM, HTO 3N0YMbIWAEHHWKKW He co30at0T cOBCTBEHHbIE
BpENOHOCHBIE BUHAPHBIE MOAYK, & NPEANOYUTAKOT MCNONb30BATE NErnTUMHOE MO CTOPOHHUX pa3paboTurkos ANA

OOCTHXEHWA CBOWX Lenew.

MNoxuwanuce gaHHele No cnegywmm mackam: C:\*napon*.*, C:\*kapt*.*, C:\*kowenesk*.*, C:\wallet.dat, C:\*wallet*.doc*,
C:\*wallet*.txt, C:\*seed*.*, C:\keystore.json, C:\*bitcoin*.*, C:\*usdt*.*, C:\*ethereum*.*, hkim\sam, hkim\system.

Q. Mowek no leC

o

3N0YMBILWNBHHWKK MCNONb3YKT GULLMHIOBEIE MUCBMA ONRA YCTEHOBKKW Ha LIENEBLIE YCTPOWCTBA NErMTUMHOIO MHCTPYMEHTa

MoHUTOpMHra Mipko Employee Monitor u nonydatoT goctyn K meccerngyepy Telegram, noxuLLaoT KoHGUAEHUWANbHbIE

OOKYMEHTBI W Naponun.

3N0YMBILUNEHHWUKKM aKTUBHO MCNONbL3YIOT NErMTUMHbBIE UHCTPYMEHTbI MOHUTOPMHIa. 3TO NO3BONAET UM CKPbITHO MPOHUKATD
B CKOMMPOMETUPOBaHHYIO I T-uHGpacTpyKTypy.

DNata nySnukalna
28.08.2026

DNata o6HOBNEHMA
14.09.2026

Hazsakue rpynnnposkn
Rare Werewolf

ANbLTEPHATUBHOE HA3B3HWE FPYNNUPOBKK
Librarian Ghouls  Rezet Librarian Likho

Rare Wolf

OTpacns
MHGOPMALNOHHBIE TEXHONOMHN

FocypapcTeeHHblil cekTop  + ewe 22

CtpaHa
Poccua  KasaxcTaH

WMHCTpyMmeHTbI

AnyDesk Blat Defender Control

Mipko Employee Monitor

ngrok
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Search for domains, IPs, filenames, hashes, ASNs

page.ip:"176.123.0.55" AND page.domain:/~*officé\.(click|sbs|site)/

Search results

Search for domains, IPs, filenames, hashes, ASNs

[ hash:ccOb4e42510d49cédecd464123ecf3bl4ae9ba7f9bded2eeb64893e2d6520a264 AND page.ip:"176. Q Search
Age

@D sdos ’ : Search results < ShowingAllHits
cpanel.poffice.si m 4 days B ‘

Age Size &
cpanel xoffic / m 2 months
S

3days B 9MB

L

&OfﬁceS|te ‘ on.sbs 21days 1KB
M e.site 1 month 1KB

Submitted URL: xofficesite/ : L month
Effective URL: xoffice.site/
Submission: On August 08 via api (August 8th 2026, 7:13:14 am UTC) from RUmm — Scanned from CHEX

: . e xoffice.site 2 months
goffice.shs/ ASummary SHTTP'8 A Redirects WMBehaviour <4*Indicators | & Similar (3@ EDOM R Content EAPI

2 months

1 month

o
[m]
o
m]
o
m]
o
(u]

bs

3 HTTP transactions B HTML B Script | B Fetch B X 2months

voffice.sbs/

2 months

Method Resource Time Type wWww.xOff t 2 months

Protocol Status Path Latency MIME-Type Location
2 months

GET 200 Primary Request [ | 243ms Document 1 3.0
H2 xoffice.site/ text/html Bl AlexHost A

2 months

2 months
http://xoffice.site/

https://xoffice.site/ dkhub.site 3 months

EZTXIZZZEZYZEZEZTZZX >

Image
image/gif

General C @ Show headers to

FullURL  https://xoffice.site/favicon.ico
Protocol  H2
Security  TLS 1.2, ECDHE_RSA, AES_128_GCM
Server Ml 176.123.0.55 Chisinau, Moldova, ASN2( 9 (AlexHost ALEXHOST SRL, MD).
Reverse DNS
Software
( Resource Hash
Security Headers

Name Value




PaclunpeHmne nHepacTpykTypsil Ampire FB°

4 Z Q. 45540346c5f1492f3d599dd5673e8f0d8646e4e3b0b8bfff4c041cd00e3b0bad 6

filecon.sbs

DETECTION DETAILS RELATIONS BEHAVIOR COMMUNITY

Submitted URL:
Effective URL:
Submission: On September 04 via automatic, source urlhaus (September 4th 2026, 12:00:05 pm UTC) — Scanned from IS gim

Join our Community and enjoy additional community insights and crowdsourced detections, plus ai

ASummary #HTTP 2 A Redirects WBehaviour <*Indicators | & Similar EIDOM | Content ERAPI Execution Parents (311) O
Scanned Detections Type Name
Summary Screenshot
2026-03-20 /70 Win32 EXE O npoBefeHnN KOHKYPCa Hay4HO-TEXHUYE. ..
Tndex of / X
This website contacted 1 1Ps in 1 countries across 1 domains to perform 2 HTTP transactions. e Lebedi e teanis 2026.01.28 Iz nZ EAE e ofe o
. RS : o —_ .
The main IPis 176.123.0.55, located in Chisinau, Moldova and belongs to Alex t 2026-05-14 /n Win32EXE  wo2wz.exe
SRL, MD. The main domainis filecon.sbs. 2026-01-28 /n Win32EXE  ja7pd22.exe
TLS certificate: Issued by YR1 on July 9th 2026. Valid for: 3mo.
2026-01-18 /n Win32EXE  37mqwd39r.exe
2025-10-08 /72 Win32 EXE u4ddtkr.exe
B rowse D ata b ase 2026-06-09 /70 Win32EXE  zm7py.exe
2026-08-13 /n Win32EXE  0c80befb0b31b46f1f0a030af4aef3056806€...
filecon.sbs 2026-01-28 /71 Win32 EXE ydvaza.exe
2026-06-25 /1 Win32EXE  0f98f319d9770501ef57393f9fbfcbfoca7296...
@ URLs ¥ Pa
2026-06-09 /71 Win32 EXE Wex_ LUK _MNocraHoeka_3K6_PWUA WUcnbl...
Dateadded (UTC) Malware URL Status Reporter 2025-10-13 172 Win32EXE  ihozdetot.exe
2026-09-04 11:17:08 tt 3 adrian__luca 2026-06-01 /70 Win32 EXE cmod4faile.exe
2026-09-04 11:17:08 tt [ele a 2025-09-08 /72 Win32 EXE tevljt.exe

2026-09-04 11:17:06 - DS/ adriar 2026-09511 /69 Win32 EXE 177f291a6b1e2889f75bc2ed3683f5e7ef8cc...



[lpakTnyeckmne pesynbrathbl B
[lepcnekTBHOM MOHUTOPUHTE

[ YTO Ha BbIXxoae? J

P
P -
—- ~~

l Tl-Feeds J [ JleTeKTnpyrowana J1ormka J [Mchopmau,MOHHblﬁ MaTepman]
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78  YueTHble 3anucy

Monpobyiite PRO

Bonbuwe BosmoxHoCTER
B PaclMPEHHON BEPCUK
AMTIP

Moppobree

<x AMTIP

Q, Nowek no loC

< Rainbow Hyena

OcHoeHoe CVE

Onucanne

WecnonbayioT nnathpopmy X 4ns nyGavKaLum 3assnesnin n pesynsTaTos atak. [pynna NnpuMeHAeT HECKONBKD TaKTWK

nony4yeHUA NepeoHavanbHOro AocTyna:

+ OULLKMHT C BPEAOHOCHBIMW BNOXEHWAMM, B KOTOPBIX IKCNYaTMPYeTCA yA3BMMOoCcTe WInRAR (CVE-2023-38831). Mpwu
OTKPbITHW apXMBa 3anyCKaeTCA BPEAOHOCHBIH KOMNOHEHT NapannenbHoc oToBpaxXeHnem NerMTuMHoro Gainna-npumanku;

« KomnpomeTauns NogpagHbIX opraHuaauui, UMELLNX CETEBbIE CBA3W C OCHOBHOW LLENbHO;

« 3kcnnyaTauus yassumocTen Microsoft Exchange, eknioyan CVE-2021-26855 (ProxyLogon).

B psAfe MHUMAEHTOB Nocne WrdposaHns Gainnos KepTee He NPefoCcTasnsaNNcE Crnocobbl CBA3W UK TPeBoBaHUs BbIKYNa.
B Apyrux cnyyasx anoyMbllNeHHWKK OCTABMANN UHCTPYKLWMU € YHUKANBHBIMK WAEHTUGUKATOPaMU ANA CBAZW Uepes

MecceHaxep Session.

Hata nyGnukaunm
28.08.2026

[Nata o6HoBNEHKA
14.08.2026

HasBaHKe rpynnuposku
Rainbow Hyena

ANLTEpHATUBHOE HA3BAHWE FPYNNWPOBKK
Head Mare  Fairy Trickster

PhantomCore

UNGO0801

O 2

OTpacne
OHepreTika  MHGOPMALMOHHBIE TEXHONOTMKW  CBASL

+ eue 9

Crpana
Poccwa  Benapych

WHCTpyMeHTbI

ADRecon  Babuk

Certify  CloudFlareD CVE-2021-31207

+ eue 54

TTP

T1586.001 Spearphishina Attachment

T1078 Valid Accounts

T1188 Trusted Relationshin

T1059.001 PowerShell




Vulnerability Intelligence

CobpaTb AaHHble N3 OTKPbITbIX
N 3aKPbITbIX NCTOYHMKOB

[MpoBeCcTV NepBUYHbIN aHAIN3 YA3BMMOCTEN

KnaccnpunumpoBaTb pUCKM 1N NPUOPUTM3MPOBATbL 06paboTKy

YCTpaHUTb YA3BMMOCTU 1 pa3paboTaTtb
Mepbl NPOTUBOAENCTBUA

PaHblue Apyrux
aTb O NOSABJIEHUN
TeW B NpOAYyKTax?

PacnpoctpaHnTtb MHpopMaL Mo
Ana KomaHa 6e3onacHoCTH




CH0p AaHHbIX U3 OTKPbITbIX

N 3aKPbITbIX NCTOHUHNKOB

Ampire E‘IZ°

[«

Check Point Research (2022-12-13): 12th December — Threat Intelligence
Report

Ha Check Point Research po6aeneH GlonneTeHb:

12th December - Threat Intelligence Report

[MpropuTET NOBbILLIEH ABTOMATHYECKM: HCTOUHKK 'checkpoint_ti']
https://research.checkpoint.com/2022/12th-december-threat-intelligence-report/

(B3ATo ¢ https://research.checkpoint.com/category/threat-intelligence-reports/)

CeAsaHac 5 PopuTens Ana 10  YNOMAHYTbie 30eck aNeMeHTb 2  O6paTHbIe YNOMUHaHUA 2 @ [lo6aBuTb CChINkK (3
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Mowek no loC

< AMTIP

OTuéTsl 0 KHGEpyrpo3ax

OnyGnukosano: 23.06.2026 O6HoBNeHo: 25.09.2026

CVE-2026-48519
GitHub nomi-sec PoC-in-GitHub repository [2026-
06-23]: @lukehebe // ['CVE-2026-48519'] Exploit
WcTounni: hitps://github.com/lukehebe/IBM-Langflow-CVE-2026 1)
-48519-poc

Opach:

Crpana

APT: -
OnyGnwwosano: 27.08.2026 OBwosneno: 25.09,2028

CVE-2026-77981

GitHub nomi-sec PoC-in-GitHub repesitory [2026-
08-27]: @abraxas // ['CVE-2026-77991'] Exploit

axas/CVE-2026-77991 &

O e " ®

BCEr0 27413 BuanTp

OnyBnukoaako: 20.08.2026 OBHomneHo: 25.09.2026

CVE-2026-19588

GitHub nomi-sec PoC-in-GitHub repository [2026-
08-20]: @mattgsys // ['CVE-2026-19586'] Exploit

WeTounmk: 0 (<)
Orpacn

OnySnukosavo: 26.03.2026 Obtoaneno: 25.09.2026
CVE-2026-1061

GitHub nomi-sec PoC-in-GitHub repository [2026-
03-26]: @kalnux // ['CVE-2026-1961'] Exploit
3 VE-2026-1961-f P
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Kak Mbl aHannsnpyem yasBUMOCTN? Ampire e

OueHKa nonynapHOCTH KPUTNYHOCTb
YA3BMMOro NpoAyKTa VA3BMMOCTHU
[ CVE-2021-31207 J
o BO3MOXHOCTb
Hann4ymne akcnaounTa
[ B OTKPbITOM focCTyne ObHapyxeHHs C ]
nomouibo C3U




[TpyopunTnzauma m

KpUTHUYHOCTb

CVSS v3 Severity and Metrics:

Base Score: 6.6 MEDIUM

Vector:
CVSS:3.1/AV:N/AC:H/PR:H/UI:N/S:U/C:H/I:H/
A:H

Attack Vector (AV): NETWORK

Attack Complexity (AC): HIGH

Privileges Required (PR): HIGH
User Interaction (Ul): NONE
Scope (S): UNCHANGED
Confidentiality (C): HIGH
Integrity (I): HIGH
Availability (A): HIGH

OLIEHKA PUCKOB Ampire 36

DKCNJIONT

“#{rand_text_alphanumeric(8..12)}.aspx”
datastore[ UseAlternatePath’]

unc_path atastore[ l1SBasePath’].split( datastore['lI3WritePath'

CVE-2021-31207

=

unc_path dbackend_server_name}\#{datastore[1ISBasePath] split("}[0[}5#{unc_path}\#{@shell_filename}"

else

unc_path = atastore[ ExchangeBasePath'].split(-")[1T\\FrontEnd\\HitpPr

unc_path = "W ackend server_name}\#{datastore[ExchangeBasePath].spli

end

normal_path = unc_path.gsub(/*\
riting to: #{normal_path}")
anup(normal_path)

IncludeFolders’, valu
>ontentFilter’, valu:
<cludeDumpst:

Path'T}"
ell_filename}”




Mepbl NpoTMBOAENCTBUA
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X
AM EXPLOIT [ET] Microsoft Exchange Server Auth Bypass aka 'ProxyShell' & SSRF aka
'ProxyNotShell' (CVE-2021-31207, CVE-2022-41040)

BrICOKaR KPHTHHHOCTE

Onucanme Snort  Suricata

CKOMWPOBATE [

[alert tcp any any -> [$HOME NET,$HTTP_SERVERS] $HTTP_PORTS](
=

= =
msg: “AM EXPLOIT [ET] Microsoft Exchange Server Auth Bypass aka “ProxyShell' & SSRF aka “ProxyNotShell' (CVE-2821-31287, CVE-2822-
418481"

flow: established,to server;

content: "/autodiscover.json2”;
nocase: ;
http_uriz ;
fast_pattern: j;
content: “Email=autodiscover/";
nocase: ;

http_uri: ;

flowbits: set,ET.cve.2821.34473;

reference: cve,2821-31267;

reference: url,packetstormsecurity.com/files/163895;

reference: cve,2022-41040;

reference: url,fortinet.com/blog/threat-research/microsoft-exchange-zero-day-vulnerability-updates;

classtype: web-application-attack;

sid: 3184814;

rev: §;

metadata: affected asset dst, affected os Windows, affected_product microsoft:exchange_server, affected product microsoft:windows,
affected_vendor microsoft, attack target Mail_Server, attack target Web_Server, created at 2021 10 @7, signature_severity high, tag




PacnpocTtpaHeHne nHdopmaymnmn

35 AawSopn <Jk AMTIP Mowck no loC O @Aleksandr.Rudzik@h

PesynbTathbl noucka no loC
@ TiLookup CVE-2021-31207

& TiReports pets OcHoeHoe Mp GHapy 7 0 rpag

%8 URL Checker

OcHoBHoOe 0 YpoBeHb CEpbe3HOCTU @
OueHka ic
(W] Tapugei MeTpuku @ CVSS Bepcun 34 s &
5.9
E MomoLs HEEEES OueHKa aKCnnyaTHpyeMocTH
6.6 CpegHsin
0.7
ﬁo’ 0 Npenykre 2 BexTop ataku @
CVSS:3.1/AV:N/AC:H/PR:H/UIIN/S:U/C:H/I:H/AH
CeTeBoi
Nata ny NVD@ I W NVD @
1.05.2021 22115 11.05.2021 22:15 ()
Bobicokas
OHHCGHHB [} YpoeeHs NpUaHnerui @
Microsoft Exchange Server Security Feature Bypass Vulnerability Boicokui
B a o
He TpedyeTcs
nDKprTME yﬂ 3BEMMOCTHU B I'IpOAyKTax ViPNet (] BRusiHME Ha APYTHE KOMNOHEHTH CHETEMB!

He okasbleaeT
¥ ViPNet IDS NS ¥ viPNet Coordinator HW ¥ viPNet Coordinator HW

Ha L]
M ViPNet xFirewall ¥ ViPNet xFirewall # ViPNet IDS HS & ViPNet TIAS Bhbicokoe

f . . BRAuAHKE Ha LENOCTHOCTL
© ViPNet EndPoint Protection
& Bbicokoe

BnuaHue Ha ABCTYNHOCTE @

Buicokoe




BHMMaHne!

AnekcaHap Pyas3nk

PykoBoAnTe/Ib HanpaBJ/IeHNAa UccieloBaHNM
Knbepyrpos

MepcneKkTUBHbIA MOHUTOPUHI
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